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A method for planning an optimal geographical route by an
electric car from origin to destination locations, using an
objective of minimizing estimated time, minimizing dis-
tance to travel, or minimizing charging price, while arriving
at all user-defined multiple locations along the route. The
method uses time or trip sensitive data and non-time/trip
sensitive data, the data include environmental factors (such
as roads map, charging stations location, and weather), car
related factors, and driver or user factors. The optimal route
planning may be based on Bayesian network or optimiza-
tion, such as by using a Travelling Salesman Problem (TSP),
a Linear Programming (LP) problem, using unsupervised
clustering such as K-Means clustering or algorithm, or using
casual inference methodology or process that is based on
Bayesian inference or Frequentist statistical inference. Any
data item used may be obtained from a database, a server, or
from a local or remote sensor.
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METHOD AND APPARATUS FOR PLANNING
AN ELECTRIC CAR TRIP

RELATED APPLICATION

[0001] The present application is a continuation applica-
tion of International Application PCT/IL.2023/0505626,
with an international filing date of Jun. 15, 2023, which
claims priority from U.S. Provisional Application Ser. No.
63/390,378 that was filed on Jul. 19, 2022, which are hereby
incorporated herein by reference in their entirety.

TECHNICAL FIELD

[0002] This disclosure relates generally to an apparatus
and method for optimal navigation route planning for an
electric car, and in particular using environmental, car, and
driver factors when planning the optimal route according to
a defined objective.

BACKGROUND

[0003] Unless otherwise indicated herein, the materials
described in this section are not prior art to the claims in this
application and are not admitted to be prior art by inclusion
in this section.

[0004] FIG. 1 shows a block diagram that illustrates a
system 10 including a computer system 11, and an associ-
ated Internet 22 connection. Such configuration is typically
used for computers (hosts) connected to the Internet 22 and
executing a server, or a client (or a combination) software.
The computer system 11 may be used as a portable elec-
tronic device such as a notebook/laptop computer, a media
player (e.g., MP3 based or video player), a desktop com-
puter, a laptop computer, a cellular phone, a Personal Digital
Assistant (PDA), an image processing device (e.g., a digital
camera or video recorder), any other handheld or fixed
location computing devices, or a combination of any of these
devices. Note that while FIG. 1 illustrates various compo-
nents of the computer system 11, it is not intended to
represent any particular architecture or manner of intercon-
necting the components.

[0005] Network computers, handheld computers, cell
phones and other data processing systems that have fewer or
more components, may also be used. For example, the
computer system 11 of FIG. 1 may be an Apple Macintosh
computer, a Power Book, or an IBM compatible PC. The
computer system 11 may include a bus 13, an interconnect,
or other communication mechanism for communicating
information, and a processor 12, commonly in the form of an
integrated circuit, coupled to the bus 13 for processing
information, and for executing the computer executable
instructions. The computer system 11 may also include a
main memory 154, such as a Random Access Memory
(RAM), or other dynamic storage device, coupled to the bus
13 for storing information and instructions to be executed by
the processor 12. The main memory 15a also may be used
for storing temporary variables or other intermediate infor-
mation during execution of instructions to be executed by
the processor 12.

[0006] The computer system 11 further includes a Read
Only Memory (ROM) 155 (or other non-volatile memory)
or other static storage device coupled to the bus 13 for
storing static information and instructions for the processor
12. A storage device 15¢, that may be a magnetic disk or
optical disk, such as a hard disk drive (HDD) for reading

Oct. 31, 2024

from and writing to a hard disk, a magnetic disk drive for
reading from and writing to a magnetic disk, and/or an
optical disk drive (such as DVD) for reading from and
writing to a removable optical disk, is coupled to the bus 13
for storing information and instructions. The hard disk drive,
magnetic disk drive, and optical disk drive may be con-
nected to the system bus 13 by a hard disk drive interface,
a magnetic disk drive interface, and an optical disk drive
interface, respectively. The drives and their associated com-
puter-readable media provide non-volatile storage of com-
puter readable instructions, data structures, program mod-
ules and other data for the general-purpose computing
devices.

[0007] Typically, the computer system 11 includes an
Operating System (OS) stored in a non-volatile storage 155
for managing the computer resources and provides the
applications and programs with access to the computer
resources and interfaces. An operating system commonly
processes system data and user input, and responds by
allocating and managing tasks and internal system
resources, such as controlling and allocating memory, pri-
oritizing system requests, controlling input and output
devices, facilitating networking and managing files. Non-
limiting examples of operating systems are Microsoft Win-
dows, Mac OS X, and Linux.

[0008] The computer system 11 may be coupled via the
bus 13 to a display 17, such as a Cathode Ray Tube (CRT),
a Liquid Crystal Display (LCD), a flat screen monitor, a
touch screen monitor or similar means for displaying text
and graphical data to a user. The display 17 may be con-
nected via a video adapter for supporting the display. The
display 17 allows a user to view, enter, and/or edit informa-
tion that is relevant to the operation of the system 10. An
input device 18, including alphanumeric and other keys, is
coupled to the bus 13 for communicating information and
command selections to the processor 12. Another type of
user input device is a cursor control 18a, such as a mouse,
a trackball, or cursor direction keys for communicating
direction information and command selections to the pro-
cessor 12 and for controlling cursor movement on the
display 17. This cursor control 18a typically has two degrees
of freedom in two axes, a first axis (e.g., X) and a second axis
(e.g., y), that allows the device to specify positions in a
plane.

[0009] The computer system 11 may be used for imple-
menting the methods and techniques described herein.
According to one embodiment, these methods and tech-
niques are performed by the computer system 11 in response
to the processor 12 executing one or more sequences of one
or more instructions contained in the main memory 15a.
Such instructions may be read into the main memory 15a
from another computer-readable medium, such as the stor-
age device 15¢. Execution of the sequences of instructions
contained in the main memory 154 causes the processor 12
to perform the process steps described herein. In alternative
embodiments, hard-wired circuitry may be used in place of
or in combination with software instructions to implement
the arrangement. Thus, embodiments of the invention are
not limited to any specific combination of hardware circuitry
and software.

[0010] The term “processor” is used herein to include, but
not limited to, any integrated circuit or any other electronic
device (or collection of electronic devices) capable of per-
forming an operation on at least one instruction, including,
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without limitation, a microprocessor (1P), a microcontroller
(uC), a Digital Signal Processor (DSP), or any combination
thereof. A processor, such as the processor 12, may further
be a Reduced Instruction Set Core (RISC) processor, a
Complex Instruction Set Computing (CISC) microproces-
sor, a Microcontroller Unit (MCU), or a CISC-based Central
Processing Unit (CPU). The hardware of the processor 12
may be integrated onto a single substrate (e.g., silicon
“die”), or distributed among two or more substrates. Fur-
thermore, various functional aspects of the processor 12 may
be implemented solely as a software (or firmware) associ-
ated with the processor 12.

[0011] A memory can store computer programs or any
other sequence of computer readable instructions, or data,
such as files, text, numbers, audio and video, as well as any
other form of information represented as a string or structure
of bits or bytes. The physical means of storing information
may be electrostatic, ferroelectric, magnetic, acoustic, opti-
cal, chemical, electronic, electrical, or mechanical. A
memory may be in the form of an Integrated Circuit (IC,
ak.a. chip or microchip). Alternatively or in addition, a
memory may be in the form of a packaged functional
assembly of electronic components (module). Such module
may be based on a Printed Circuit Board (PCB) such as PC
Card according to Personal Computer Memory Card Inter-
national Association (PCMCIA) PCMCIA 2.0 standard, or a
Single In-line Memory Module (SIMM) or a Dual In-line
Memory Module (DIMM), standardized under the JEDEC
JESD-21C standard. Further, a memory may be in the form
of a separately rigidly enclosed box such as an external
Hard-Disk Drive (HDD).

[0012] Various forms of computer-readable media may be
involved in carrying one or more sequences of one or more
instructions to the processor 12 for execution. For example,
the instructions may initially be carried on a magnetic disk
of a remote computer. The remote computer can load the
instructions into its dynamic memory and send the instruc-
tions over a telephone line using a modem. A modem local
to the computer system 11 can receive the data on the
telephone line and use an infrared transmitter to convert the
data to an infrared signal. An infrared detector can receive
the data carried in the infrared signal, and appropriate
circuitry may place the data on the bus 13. The bus 13 carries
the data to the main memory 15a, from which the processor
12 retrieves and executes the instructions. The instructions
received by the main memory 154 may optionally be stored
on the storage device 15¢ either before or after execution by
the processor 12.

[0013] The computer system 11 commonly includes a
communication interface 9 coupled to the bus 13. The
communication interface 9 provides a two-way data com-
munication coupling to a network link 8 that is connected to
a Local Area Network (LAN) 14. For example, the com-
munication interface 9 may be an Integrated Services Digital
Network (ISDN) card or a modem to provide a data com-
munication connection to a corresponding type of telephone
line. As another non-limiting example, the communication
interface 9 may be a Local Area Network (LAN) card to
provide a data communication connection to a compatible
LAN. For example, Ethernet-based connection based on
IEEE802.3 standard may be used, such as 10/100BaseT,
1000BaseT (gigabit Ethernet), 10 gigabit Ethernet (10GE or
10 GbE or 10 GigE per IEEE Std. 802.3ae-2002 as stan-
dard), 40 Gigabit Ethernet (40 GbE), or 100 Gigabit Ether-
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net (100 GbE as per Ethernet standard IEEE P802.3ba).
These technologies are described in Cisco Systems, Inc.
Publication number 1-587005-001-3 (6/99), “Internetwork-
ing Technologies Handbook”, Chapter 7: “Ethernet Tech-
nologies”, pages 7-1 to 7-38, which is incorporated in its
entirety for all purposes as if fully set forth herein. In such
a case, the communication interface 9 typically includes a
LAN transceiver or a modem, such as a Standard Micro-
systems Corporation (SMSC) LAN91C111 10/100 Ethernet
transceiver, described in the Standard Microsystems Corpo-
ration (SMSC) data-sheet “LLAN91C111 10/100 Non-PCI
Ethernet Single Chip MAC+PHY” Data-Sheet, Rev. 15
(Feb. 20, 2004), which is incorporated in its entirety for all
purposes as if fully set forth herein.

[0014] An Internet Service Provider (ISP) 16 is an orga-
nization that provides services for accessing, using, or
participating in the Internet 22. The Internet Service Pro-
vider 16 may be organized in various forms, such as
commercial, community-owned, non-profit, or otherwise
privately owned. Internet services, typically provided by
ISPs, include Internet access, Internet transit, domain name
registration, web hosting, and collocation. ISPs may engage
in peering, where multiple ISPs interconnect at peering
points or Internet exchange points (IXs), allowing routing of
data between each network, without charging one another
for the data transmitted-data that would otherwise have
passed through a third upstream ISP, incurring charges from
the upstream ISP. ISPs requiring no upstream and having
only customers (end customers and/or peer ISPs) are
referred to as Tier 1 ISPs.

[0015] An arrangement 10a of a computer system con-
nected to the Internet 22 is shown in FIG. 1a. A computer
system or a workstation 7 includes a main unit box 6 with
an enclosed motherboard that has the processor 12 and the
memories 15a, 155, and 15¢ are mounted. The workstation
7 may include a keyboard 2 (corresponding to the input
device 18), a printer 4, a computer mouse 3 (corresponding
to the cursor control 18a), and a display 5 (corresponding to
the display 17). FIG. 1a further illustrates various devices
connected via the Internet 22, such as a client device #1 24,
a client device #2 24a, a data server #1 23a, a data server #2
235, and the workstation 7, connected to the Internet 22 over
a LAN 14 and via the router or gateway 19 and the ISP 16.
[0016] The client device #1 24 and the client device #2
244 may communicate over the Internet 22 for exchanging
or obtaining data from the data server #1 23q and the data
server #2 23b. In one example, the servers are HTTP servers,
sometimes known as web servers.

[0017] The term “computer-readable medium” (or
“machine-readable medium”) is used herein to include, but
not limited to, any medium or any memory, that participates
in providing instructions to a processor, (such as the pro-
cessor 12) for execution, or any mechanism for storing or
transmitting information in a form readable by a machine
(e.g., a computer). Such a medium may store computer-
executable instructions to be executed by a processing
element and/or control logic and data, which is manipulated
by a processing element and/or control logic, and may take
many forms, including but not limited to, non-volatile
medium, volatile medium, and transmission medium. Trans-
mission media includes coaxial cables, copper wire, and
fiber optics, including the wires that comprise the bus 13.
Transmission media may also take the form of acoustic or
light waves, such as those generated during radio-wave and
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infra-red data communications, or other form of propagating
signals (e.g., carrier waves, infrared signals, digital signals,
etc.). Common forms of computer-readable media include a
floppy disk, a flexible disk, hard disk, magnetic tape, or any
other magnetic medium, a CD-ROM, any other optical
medium, punch-cards, paper-tape, any other physical
medium with patterns of holes, a RAM, a PROM, and
EPROM, a FLASH-EPROM, any other memory chip or
cartridge, a carrier wave as described hereinafter, or any
other medium from which a computer may read.

[0018] Various forms of computer-readable media may be
involved in carrying one or more sequences of one or more
instructions to the processor 12 for execution. For example,
the instructions may initially be carried on a magnetic disk
of a remote computer. The remote computer may load the
instructions into its dynamic memory and send the instruc-
tions over a telephone line using a modem. A modem local
to the computer system 11 can receive the data on the
telephone line, using an infrared transmitter to convert the
data to an infrared signal. An infrared detector can receive
the data carried in the infrared signal and appropriate cir-
cuitry may place the data on the bus 13. The bus 13 carries
the data to the main memory 15a, from which the processor
12 retrieves and executes the instructions. The instructions
received by the main memory 154 may optionally be stored
on the storage device 15¢ either before or after execution by
the processor 12.

[0019] The Internet is a global system of interconnected
computer networks that use the standardized Internet Pro-
tocol Suite (TCP/IP), including Transmission Control Pro-
tocol (TCP) and the Internet Protocol (IP), to serve billions
of users worldwide. It is a network of networks that consists
of millions of private, public, academic, business, and
government networks, of local to global scope, that are
linked by a broad array of electronic and optical networking
technologies. The Internet carries a vast range of informa-
tion resources and services, such as the interlinked hypertext
documents on the World Wide Web (WWW) and the infra-
structure to support electronic mail. The Internet backbone
refers to the principal data routes between large, strategically
interconnected networks and core routers on the Internet.
These data routers are hosted by commercial, government,
academic, and other high-capacity network centers, the
Internet exchange points and network access points that
interchange Internet traffic between the countries, continents
and across the oceans of the world. Traffic interchange
between Internet service providers (often Tier 1 networks)
participating in the Internet backbone exchange traffic by
privately negotiated interconnection agreements, primarily
governed by the principle of settlement-free peering.

[0020] The Internet Protocol is responsible for addressing
hosts and routing datagrams (packets) from a source host to
the destination host across one or more IP networks. For this
purpose, the Internet Protocol defines an addressing system
that has two functions: Identifying hosts addresses and
providing a logical location service. Each packet is tagged
with a header that contains the meta-data for the purpose of
delivery. This process of tagging is also called encapsula-
tion. IP is a connectionless protocol for use in a packet-
switched Link Layer network, and does not need circuit
setup prior to transmission. The aspects of guaranteeing
delivery, proper sequencing, avoidance of duplicate deliv-
ery, and data integrity are addressed by an upper transport
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layer protocol (e.g., TCP—Transmission Control Protocol
and UDP—User Datagram Protocol).

[0021] The Hypertext Transfer Protocol (HTTP) is an
application protocol for distributed, collaborative, hyperme-
dia information systems, commonly used for communica-
tion over the Internet. HTTP is the protocol to exchange or
transfer hypertext, which is a structured text that uses logical
links (hyperlinks) between nodes containing text. HTTP
version 1.1 was standardized as RFC 2616 (June 1999),
which was replaced by a set of standards (obsoleting RFC
2616), including RFC 7230-HTTP/1.1: Message Syntax and
Routing, RFC 7231-HTTP/1.1: Semantics and Content,
RFC 7232-HTTP/1.1: Conditional Requests, RFC 7233-
HTTP/1.1: Range Requests, RFC 7234-HTTP/1.1: Caching,
and RFC 7235-HTTP/1.1: Authentication. HTTP functions
as a request-response protocol in the client-server computing
model. A web browser, for example, may be the client and
an application running on a computer hosting a website may
be the server. The client submits an HT'TP request message
to the server. The server, which provides resources such as
HTML files and other content, or performs other functions
on behalf of the client, returns a response message to the
client. The response contains completion status information
about the request and may further contain a requested
content in its message body. A web browser is an example
of'a User Agent (UA). Other types of user agent include the
indexing software used by search providers (web crawlers),
voice browsers, mobile apps and other software that
accesses, consumes, or displays web content.

[0022] User. The term “user” is used herein to include, but
not limited to, the principal using a client to interactively
retrieve and render resources or resource manifestation, such
as a person using a web browser, a person using an e-mail
reader, or a person using a display such as the display 17.

[0023] The term ‘client’ typically refers to an application
(or a device executing the application) used for retrieving or
rendering resources, or resource manifestations, such as a
web browser, an e-mail reader, or a Usenet reader, while the
term ‘server’ typically refers to an application (or a device
executing the application) used for supplying resources or
resource manifestations, and typically offers (or hosts) vari-
ous services to other network computers and users. These
services are usually provided through ports or numbered
access points beyond the server’s network address. Each
port number is usually associated with a maximum of one
running program, which is responsible for handling requests
to that port. A daemon, being a user program, can in turn
access the local hardware resources of that computer by
passing requests to the operating system kernel.

[0024] A mobile operating system (also referred to as
mobile OS), is an operating system that operates a smart-
phone, tablet, PDA, or another mobile device. Modern
mobile operating systems combine the features of a personal
computer operating system with other features, including a
touchscreen, cellular, Bluetooth, Wi-Fi, GPS mobile navi-
gation, camera, video camera, speech recognition, voice
recorder, music player, near field communication and infra-
red blaster. Currently, the popular mobile OSs include
Android, Symbian, Apple i0S, BlackBerry, MeeGo, Win-
dows Phone, and Bada. Mobile devices with mobile com-
munications capabilities (e.g. smartphones) typically con-
tain two mobile operating systems: a main user-facing
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software platform is supplemented by a second low-level
proprietary real-time operating system that operates the
radio and other hardware.

[0025] Android is a Linux-based, open source mobile
operating system (OS) based on the Linux kernel that is
currently offered by Google. With a user interface based on
direct manipulation, Android is designed primarily for
touchscreen mobile devices such as smartphones and tablet
computers with specialized user interfaces for televisions
(Android TV), cars (Android Auto), and wrist watches
(Android Wear). The OS uses touch inputs that loosely
correspond to real-world actions, such as swiping, tapping,
pinching, and reverse pinching to manipulate on-screen
objects, and a virtual keyboard. Despite being primarily
designed for touchscreen input, it also has been used in game
consoles, digital cameras, and other electronics. The
response to user input is designed to be immediate and
provides a fluid touch interface, often using the vibration
capabilities of the device to provide haptic feedback to the
user. Internal hardware such as accelerometers, gyroscopes
and proximity sensors are used by some applications to
respond to additional user actions. For example, adjusting
the screen from portrait to landscape depending on the
device orientation, or allowing the user to steer a vehicle in
a racing game by rotating the device, a process that simu-
lates control of a steering wheel.

[0026] Android devices boot to the homescreen, the pri-
mary navigation and information point on the device, which
is similar to the desktop found on PCs. The homescreens on
Android are typically made up of app icons and widgets.
App icons launch the associated app, whereas widgets
display live, auto-updating content such as the weather
forecast, the user’s email inbox, or a news ticker directly on
the homescreen. A homescreen may be made up of several
pages that the user can swipe back and forth between pages.
A heavily-customizable Android homescreen interface
allows the user to adjust the look and feel of the device to
their liking. Third-party apps available on Google Play and
other app stores can extensively re-theme the homescreen,
and even mimic the look of other operating systems, such as
Windows Phone. The Android OS is described in a publi-
cation entitled: “Android Tutorial”, downloaded from tuto-
rialspoint.com on July 2014, which is incorporated in its
entirety for all purposes as if fully set forth herein.

[0027] iOS (previously iPhone OS) from Apple Inc. (head-
quartered in Cupertino, California, U.S.A.) is a mobile
operating system distributed exclusively for Apple hard-
ware. The user interface of the iOS is based on the concept
of direct manipulation, using multi-touch gestures. Interface
control elements consist of sliders, switches, and buttons.
Interaction with the OS includes gestures such as swipe, tap,
pinch, and reverse pinch, all of which have specific defini-
tions within the context of the iOS operating system and its
multi-touch interface. Internal accelerometers are used by
some applications to respond to shaking the device (one
common result is the undo command), or rotating it in three
dimensions (one common result is switching from portrait to
landscape mode). The iOS is described in a publication
entitled: “IOS Tutorial”, downloaded from tutorialspoint.
com on July 2014, which is incorporated in its entirety for
all purposes as if fully set forth herein.

[0028] Cloud. The term “Cloud” or “Cloud computing” as
used herein is defined as a technology infrastructure facili-
tating supplement, consumption and delivery of IT services,
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and generally refers to any group of networked computers
capable of delivering computing services (such as compu-
tations, applications, data access, and data management and
storage resources) to end users. This disclosure does not
limit the type (such as public or private) of the cloud as well
as the underlying system architecture used by the cloud. The
IT services are internet based and may involve elastic
provisioning of dynamically scalable and time virtualized
resources. Although such virtualization environments can be
privately deployed and used within local area or wide area
networks owned by an enterprise, a number of “cloud
service providers” host virtualization environments acces-
sible through the public internet (the “public cloud”) that is
generally open to anyone, or through private TP or other
type of network accessible only by entities given access to
it (a “private cloud.”). Using a cloud-based control server or
using the system above may allow for reduced capital or
operational expenditures. The users may further access the
system using a web browser regardless of their location or
what device they are using, and the virtualization technology
allows servers and storage devices to be shared and utiliza-
tion be increased. Examples of public cloud providers
include Amazon AWS, Microsoft Azure and Google GCP.
Comparison of service features such as computation, stor-
age, and infrastructure of the three cloud service providers
(AWS, Microsoft Azure, GCP) is disclosed in an article
entitled: “Highlight the Features of AWS, GCP and
Microsoft Azure that Have an Impact when Choosing a
Cloud Service Provider” by Muhammad Ayoub Kamal,
Hafiz Wahab Raza, Muhammad Mansoor Alam, and Maz-
liham Mohd Su’ud, published January 2020 in ‘International
Journal of Recent Technology and Engineering (IJRTE)’
ISSN: 2277-3878, Volume-8 by Blue Eyes Intelligence
Engineering & Sciences Publication [DOI:10.35940/ijrte.
D8573.018520], which is incorporated in its entirety for all
purposes as if fully set forth herein.

[0029] The term “Software as a Service (SaaS)” as used
herein in this application, is defined as a model of software
deployment whereby a provider licenses a Software Appli-
cation (SA) to customers for use as a service on demand.
Similarly, an “Infrastructure as a Service” (laaS) allows
enterprises to access virtualized computing systems through
the public Internet. The term “customer” as used herein in
this application, is defined as a business entity that is served
by an SA, provided on the SaaS platform. A customer may
be a person or an organization and may be represented by a
user that responsible for the administration of the application
in aspects of permissions configuration, user related con-
figuration, and data security policy. The service is supplied
and consumed over the Internet, thus eliminating require-
ments to install and run applications locally on a site of a
customer as well as simplifying maintenance and support.
Particularly it is advantageous in massive business applica-
tions. Licensing is a common form of billing for the service
and it is paid periodically. SaaS is becoming ever more
common as a form of SA delivery over the Internet and is
being facilitated in a technology infrastructure called “Cloud
Computing”. In this form of SA delivery, where the SA is
controlled by a service provider, a customer may experience
stability and data security issues. In many cases, the cus-
tomer is a business organization that is using the SaaS for
business purposes such as business software; hence, stability
and data security are primary requirements. As part of a
cloud service arrangement, any computer system may also



US 2024/0361137 Al

be emulated using software running on a hardware computer
system. This virtualization allows for multiple instances of
a computer system, each referred to as virtual machine, to
run on a single machine. Each virtual machine behaves like
a computer system running directly on hardware. It is
isolated from the other virtual machines, as would two
hardware computers. Each virtual machine comprises an
instance of an operating system (the “guest operating sys-
tem”). There is a host operating system running directly on
the hardware that supports the software that emulates the
hardware, and the emulation software is referred to as a
hypervisor.

[0030] The term “cloud-based” generally refers to a hosted
service that is remotely located from a data source and
configured to receive, store and process data delivered by the
data source over a network. Cloud-based systems may be
configured to operate as a public cloud-based service, a
private cloud-based service or a hybrid cloud-based service.
A “public cloud-based service” may include a third-party
provider that supplies one or more servers to host multi-
tenant services. Examples of a public cloud-based service
include Amazon Web Services® (AWS®), Microsoft®
Azure™, and Google® Compute Engine™ (GCP) as
examples. In contrast, a “private” cloud-based service may
include one or more servers that host services provided to a
single subscriber (enterprise) and a hybrid cloud-based
service may be a combination of certain functionality from
a public cloud-based service and a private cloud-based
service.

[0031] Cloud computing and virtualization is described in
a book entitled “Cloud Computing and Virtualization”
authored by Dac-Nhuong Le (Faculty of Information Tech-
nology, Haiphong University, Haiphong, Vietnam), Rag-
hvendra Kumar (Department of Computer Science and
Engineering, LNCT, Jabalpur, India), Gia Nhu Nguyen
(Graduate School, Duy Tan University, Da Nang, Vietnam),
and Jyotir Moy Chatterjee (Department of Computer Sci-
ence and Engineering at GD-RCET, Bhilai, India), and
published 2018 by John Wiley & Sons, Inc. [ISBN 978-1-
119-48790-6], which is incorporated in its entirety for all
purposes as if fully set forth herein. The book describes the
adoption of virtualization in data centers creates the need for
a new class of networks designed to support elasticity of
resource allocation, increasing mobile workloads and the
shift to production of virtual workloads, requiring maximum
availability. Building a network that spans both physical
servers and virtual machines with consistent capabilities
demands a new architectural approach to designing and
building the IT infrastructure. Performance, elasticity, and
logical addressing structures must be considered as well as
the management of the physical and virtual networking
infrastructure. Once deployed, a network that is virtualiza-
tion-ready can offer many revolutionary services over a
common shared infrastructure. Virtualization technologies
from VMware, Citrix and Microsoft encapsulate existing
applications and extract them from the physical hardware.
Unlike physical machines, virtual machines are represented
by a portable software image, which can be instantiated on
physical hardware at a moment’s notice. With virtualization,
comes elasticity where computer capacity can be scaled up
or down on demand by adjusting the number of virtual
machines actively executing on a given physical server.
Additionally, virtual machines can be migrated while in
service from one physical server to another.
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[0032] Server. The Internet architecture employs a client-
server model, among other arrangements. The terms ‘server’
or ‘server computer’ relates herein to a device or computer
(or a plurality of computers) connected to the Internet and is
used for providing facilities or services to other computers
or other devices (referred to in this context as ‘clients’)
connected to the Internet. A server is commonly a host that
has an IP address and executes a ‘server program’, and
typically operates as a socket listener. Many servers have
dedicated functionality such as web server, Domain Name
System (DNS) server (described in RFC 1034 and RFC
1035), Dynamic Host Configuration Protocol (DHCP)
server (described in RFC 2131 and RFC 3315), mail server,
File Transfer Protocol (FTP) server and database server.
Similarly, the term ‘client’ is used herein to include, but not
limited to, a program or to a device or a computer (or a series
of computers) executing this program, which accesses a
server over the Internet for a service or a resource. Clients
commonly initiate connections that a server may accept. For
non-limiting example, web browsers are clients that connect
to web servers for retrieving web pages, and email clients
connect to mail storage servers for retrieving mails.

[0033] A server device (in server/client architecture) typi-
cally offers information resources, services, and applications
to clients, using a server dedicated or oriented operating
system. A server device may consist of, be based on, include,
or be included in a work-station. Current popular server
operating systems are based on Microsoft Windows (by
Microsoft Corporation, headquartered in Redmond, Wash-
ington, U.S.A.), Unix, and Linux-based solutions, such as
the ‘Windows Server 2012” server operating system, which
is a part of the Microsoft ‘Windows Server’ OS family, that
was released by Microsoft in 2012. “Windows Server 2012°
provides enterprise-class datacenter and hybrid cloud solu-
tions that are simple to deploy, cost-effective, application-
specific, and user-centric, and is described in Microsoft
publication entitled: “Inside-Out Windows Server 20127, by
William R. Stanek, published 2013 by Microsoft Press,
which is incorporated in its entirety for all purposes as if
fully set forth herein.

[0034] Unix operating system is widely used in servers. It
is a multitasking, multiuser computer operating system that
exists in many variants, and is characterized by a modular
design that is sometimes called the “Unix philosophy”,
meaning the OS provides a set of simple tools, which each
performs a limited, well-defined function, with a unified
filesystem as the primary means of communication, and a
shell scripting and command language to combine the tools
to perform complex workflows. Unix was designed to be
portable, multi-tasking and multi-user in a time-sharing
configuration, and Unix systems are characterized by vari-
ous concepts: the use of plain text for storing data, a
hierarchical file system, treating devices and certain types of
Inter-Process Communication (IPC) as files, the use of a
large number of software tools, and small programs that can
be strung together through a command line interpreter using
pipes, as opposed to using a single monolithic program that
includes all of the same functionality. Unix operating system
consists of many utilities along with the master control
program, the kernel. The kernel provides services to start
and stop programs, handles the file system and other com-
mon “low level” tasks that most programs share, and sched-
ules access to avoid conflicts when programs try to access
the same resource, or device simultaneously. To mediate
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such access, the kernel has special rights, reflected in the
division between user-space and kernel-space. Unix is
described in a publication entitled: “UNIX Tutorial” by
tutorialspoint.com, downloaded on July 2014, which is
incorporated in its entirety for all purposes as if fully set
forth herein.

[0035] Client. The term ‘client’ typically refers to an
application (or a device executing the application) used for
retrieving or rendering resources, or resource manifesta-
tions, such as a web browser, an e-mail reader, or a Usenet
reader, while the term ‘server’ typically refers to an appli-
cation (or a device executing the application) used for
supplying resources or resource manifestations, and typi-
cally offers (or hosts) various services to other network
computers and users. These services are usually provided
through ports or numbered access points beyond the server’s
network address. Each port number is usually associated
with a maximum of one running program, which is respon-
sible for handling requests to that port. A daemon, being a
user program, can in turn access the local hardware
resources of that computer by passing requests to the oper-
ating system kernel.

[0036] A client device (in server/client architecture) typi-
cally receives information resources, services, and applica-
tions from servers, and is using a client dedicated or oriented
operating system. The client device may consist of, be based
on, include, or be included in, the a workstation or a
computer system. Current popular client operating systems
are based on Microsoft Windows (by Microsoft Corporation,
headquartered in Redmond, Washington, U.S.A.), which is
a series of graphical interface operating systems developed,
marketed, and sold by Microsoft. Microsoft Windows is
described in Microsoft publications entitled: “Windows
Internals—Part 17 and “Windows Internals—Part 27, by
Mark Russinovich, David A. Solomon, and Alex loescu,
published by Microsoft Press in 2012, which are both
incorporated in their entirety for all purposes as if fully set
forth herein. Windows 8 is a personal computer operating
system developed by Microsoft as part of Windows NT
family of operating systems, that was released for general
availability on October 2012, and is described in Microsoft
Press 2012 publication entitled: “Introducing Windows 8-An
Overview for IT Professionals” by Jerry Honeycutt, which is
incorporated in its entirety for all purposes as if fully set
forth herein.

[0037] Chrome OS is a Linux kernel-based operating
system designed by Google Inc. out of Mountain View,
California, U.S.A., to work primarily with web applications.
The user interface takes a minimalist approach and consists
almost entirely of just the Google Chrome web browser;
since the operating system is aimed at users who spend most
of their computer time on the Web, the only “native”
applications on Chrome OS are a browser, media player and
file manager, and hence the Chrome OS is almost a pure web
thin client OS.

[0038] The Chrome OS is described as including a three-
tier architecture: firmware, browser and window manager,
and system-level software and userland services. The firm-
ware contributes to fast boot time by not probing for
hardware, such as floppy disk drives, that are no longer
common on computers, especially netbooks. The firmware
also contributes to security by verifying each step in the boot
process and incorporating system recovery. The system-
level software includes the Linux kernel that has been
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patched to improve boot performance. The userland soft-
ware has been trimmed to essentials, with management by
Upstart, which can launch services in parallel, re-spawn
crashed jobs, and defer services in the interest of faster
booting. The Chrome OS user guide is described in the
Samsung Electronics Co., L[td. presentation entitled:
“Google™ Chrome OS USER GUIDE” published 2011,
which is incorporated in its entirety for all purposes as if
fully set forth herein.

[0039] RTOS. A Real-Time Operating System (RTOS) is
an Operating System (OS) intended to serve real-time appli-
cations that process data as it comes in, typically without
buffer delays. Processing time requirements (including any
OS delay) are typically measured in tenths of seconds or
shorter increments of time, and is a time bound system
which has well defined fixed time constraints. Processing is
commonly to be done within the defined constraints, or the
system will fail. They either are event driven or time sharing,
where event driven systems switch between tasks based on
their priorities while time sharing systems switch the task
based on clock interrupts. A key characteristic of an RTOS
is the level of its consistency concerning the amount of time
it takes to accept and complete an application’s task; the
variability is jitter. A hard real-time operating system has
less jitter than a soft real-time operating system. The chief
design goal is not high throughput, but rather a guarantee of
a soft or hard performance category. An RTOS that can
usually or generally meet a deadline is a soft real-time OS,
but if it can meet a deadline deterministically it is a hard
real-time OS. An RTOS has an advanced algorithm for
scheduling, and includes a scheduler flexibility that enables
a wider, computer-system orchestration of process priorities.
Key factors in a real-time OS are minimal interrupt latency
and minimal thread switching latency; a real-time OS is
valued more for how quickly or how predictably it can
respond than for the amount of work it can perform in a
given period of time.

[0040] Common designs of RTOS include event-driven,
where tasks are switched only when an event of higher
priority needs servicing; called preemptive priority, or pri-
ority scheduling, and time-sharing, where task are switched
on a regular clocked interrupt, and on events; called round
robin. Time sharing designs switch tasks more often than
strictly needed, but give smoother multitasking, giving the
illusion that a process or user has sole use of a machine. In
typical designs, a task has three states: Running (executing
on the CPU); Ready (ready to be executed); and Blocked
(waiting for an event, I/O for example). Most tasks are
blocked or ready most of the time because generally only
one task can run at a time per CPU. The number of items in
the ready queue can vary greatly, depending on the number
of tasks the system needs to perform and the type of
scheduler that the system uses. On simpler non-preemptive
but still multitasking systems, a task has to give up its time
on the CPU to other tasks, which can cause the ready queue
to have a greater number of overall tasks in the ready to be
executed state (resource starvation).

[0041] RTOS concepts and implementations are described
in an Application Note No. RES05B00008-0100/Rec. 1.00
published January 2010 by Renesas Technology Corp.
entitled: “R8C Family—General RTOS Concepts”, in JAJA
Technology Review article published February 2007 [1535-
5535/$32.00] by The Association for Laboratory Automa-
tion [d0i:10.1016/] jala.2006.10.016] entitled: “An Overview
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of Real-Time Operating Systems”, and in Chapter 2 entitled:
“Basic Concepts of Real Time Operating Systems” of a book
published 2009 [ISBN—978-1-4020-9435-4] by Springer
Science+Business Media B.V. entitled: “Hardware-Depen-
dent Software—Principles and Practice”, which are all
incorporated in their entirety for all purposes as if fully set
forth herein.

[0042] OQNX. One example of RTOS is QNX, which is a
commercial Unix-like real-time operating system, aimed
primarily at the embedded systems market. QNX was one of
the first commercially successful microkernel operating sys-
tems and is used in a variety of devices including cars and
mobile phones. As a microkernel-based OS, QNX is based
on the idea of running most of the operating system kernel
in the form of a number of small tasks, known as Resource
Managers. In the case of QNX, the use of a microkernel
allows users (developers) to turn off any functionality they
do not require without having to change the OS itself;
instead, those services will simply not run.

[0043] FreeRTOS. FreeRTOS™ is a free and open-source
Real-Time Operating system developed by Real Time Engi-
neers Ltd., designed to fit on small embedded systems and
implements only a very minimalist set of functions: very
basic handle of tasks and memory management, and just
sufficient API concerning synchronization. Its features
include characteristics such as preemptive tasks, support for
multiple microcontroller architectures, a small footprint (4.3
Kbytes on an ARM?7 after compilation), written in C, and
compiled with various C compilers. It also allows an unlim-
ited number of tasks to run at the same time, and no
limitation about their priorities as long as used hardware can
afford it.

[0044] FreeRTOS™ provides methods for multiple
threads or tasks, mutexes, semaphores and software timers.
A tick-less mode is provided for low power applications, and
thread priorities are supported. Four schemes of memory
allocation are provided: allocate only; allocate and free with
a very simple, fast, algorithm; a more complex but fast
allocate and free algorithm with memory coalescence; and C
library allocate and free with some mutual exclusion pro-
tection. While the emphasis is on compactness and speed of
execution, a command line interface and POSIX-like 10
abstraction add-ons are supported. FreeRTOS™ implements
multiple threads by having the host program call a thread
tick method at regular short intervals.

[0045] The thread tick method switches tasks depending
on priority and a round-robin scheduling scheme. The usual
interval is 1/1000 of a second to 1/100 of a second, via an
interrupt from a hardware timer, but this interval is often
changed to suit a particular application. FreeRTOS™ ig
described in a paper by Nicolas Melot (downloaded 7/2015)
entitled: “Study of an operating system: FreeRTOS—Oper-
ating systems for embedded devices”, in a paper (dated Sep.
23, 2013) by Dr. Richard Wall entitled: “Carebot PIC32
MXTck implementation of Free RTOS”, FreeRTOS™ mod-
ules are described in web pages entitled: “FreeRTOS™
Modules” published in the www.freertos.org web-site dated
26 Nov. 2006, and FreeRTOS kernel is described in a paper
published 1 Apr. 2007 by Rich Goyette of Carleton Univer-
sity as part of ‘SYSC5701: Operating System Methods for
Real-Time Applications’, entitled: “An  Analysis and
Description of the Inner Workings of the FreeRTOS Kernel”,
which are all incorporated in their entirety for all purposes
as if fully set forth herein.
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[0046] SafeRTOS. SafeRTOS was constructed as a
complementary offering to FreeRTOS, with common func-
tionality but with a uniquely designed safety-critical imple-
mentation. When the FreeRTOS functional model was sub-
jected to a full HAZOP, weakness with respect to user
misuse and hardware failure within the functional model and
API were identified and resolved. Both SafeRTOS and
FreeRTOS share the same scheduling algorithm, have simi-
lar APIs, and are otherwise very similar, but they were
developed with differing objectives. SafeRTOS was devel-
oped solely in the C language to meet requirements for
certification to IEC61508. SafeRTOS is known for its ability
to reside solely in the on-chip read only memory of a
microcontroller for standards compliance. When imple-
mented in hardware memory, SafeRTOS code can only be
utilized in its original configuration, so certification testing
of systems using this OS need not re-test this portion of their
designs during the functional safety certification process.

[0047] VxWorks. VxWorks is an RTOS developed as
proprietary software and designed for use in embedded
systems requiring real-time, deterministic performance and,
in many cases, safety and security certification, for indus-
tries, such as aerospace and defense, medical devices, indus-
trial equipment, robotics, energy, transportation, network
infrastructure, automotive, and consumer electronics.
VxWorks supports Intel architecture, POWER architecture,
and ARM architectures. The VxWorks may be used in
multicore asymmetric multiprocessing (AMP), symmetric
multiprocessing (SMP), and mixed modes and multi-OS (via
Type 1 hypervisor) designs on 32—and 64-bit processors.
VxWorks comes with the kernel, middleware, board support
packages, Wind River Workbench development suite and
complementary third-party software and hardware technolo-
gies. In its latest release, VxWorks 7, the RTOS has been
re-engineered for modularity and upgradeability so the OS
kernel is separate from middleware, applications and other
packages. Scalability, security, safety, connectivity, and
graphics have been improved to address Internet of Things
(IoT) needs.

[0048] pC/OS. Micro-Controller Operating Systems (Mi-
croC/O8, stylized as pC/OS) is a real-time operating system
(RTOS) that is a priority-based preemptive real-time kernel
for microprocessors, written mostly in the programming
language C, and is intended for use in embedded systems.
MicroC/OS allows defining several functions in C, each of
which can execute as an independent thread or task. Each
task runs at a different priority, and runs as if it owns the
central processing unit (CPU). Lower priority tasks can be
preempted by higher priority tasks at any time. Higher
priority tasks use operating system (OS) services (such as a
delay or event) to allow lower priority tasks to execute. OS
services are provided for managing tasks and memory,
communicating between tasks, and timing.

[0049] A server device (in server/client architecture) typi-
cally offers information resources, services, and applications
to clients, using a server dedicated or oriented operating
system. A server device may consist of, be based on, include,
or be included in the work-station 7, the computer system
10, or the computer 11. Current popular server operating
systems are based on Microsoft Windows (by Microsoft
Corporation, headquartered in Redmond, Washington, U.S.
A.), Unix, and Linux-based solutions, such as the ‘Windows
Server 2012’ server operating system, which is a part of the
Microsoft ‘Windows Server’ OS family, that was released by
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Microsoft in 2012. “Windows Server 2012” provides enter-
prise-class datacenter and hybrid cloud solutions that are
simple to deploy, cost-effective, application-specific, and
user-centric, and is described in Microsoft publication
entitled: “Inside-Out Windows Server 2012, by William R.
Stanek, published 2013 by Microsoft Press, which is incor-
porated in its entirety for all purposes as if fully set forth
herein.

[0050] Unix operating system is widely used in servers. It
is a multitasking, multiuser computer operating system that
exists in many variants, and is characterized by a modular
design that is sometimes called the “Unix philosophy”,
meaning the OS provides a set of simple tools, which each
performs a limited, well-defined function, with a unified
filesystem as the primary means of communication, and a
shell scripting and command language to combine the tools
to perform complex workflows. Unix was designed to be
portable, multi-tasking and multi-user in a time-sharing
configuration, and Unix systems are characterized by vari-
ous concepts: the use of plain text for storing data, a
hierarchical file system, treating devices and certain types of
Inter-Process Communication (IPC) as files, the use of a
large number of software tools, and small programs that can
be strung together through a command line interpreter using
pipes, as opposed to using a single monolithic program that
includes all of the same functionality. Unix operating system
consists of many utilities along with the master control
program, the kernel. The kernel provides services to start
and stop programs, handles the file system and other com-
mon “low level” tasks that most programs share, and sched-
ules access to avoid conflicts when programs try to access
the same resource, or device simultanecously. To mediate
such access, the kernel has special rights, reflected in the
division between user-space and kernel-space. Unix is
described in a publication entitled: “UNIX Tutorial” by
tutorialspoint.com, downloaded on July 2014, which is
incorporated in its entirety for all purposes as if fully set
forth herein.

[0051] A client device (in server/client architecture) typi-
cally receives information resources, services, and applica-
tions from servers, and is using a client dedicated or oriented
operating system. The client device may consist of, be based
on, include, or be included in, the workstation 7, the com-
puter system 10 or the computer 11. Current popular client
operating systems are based on Microsoft Windows (by
Microsoft Corporation, headquartered in Redmond, Wash-
ington, U.S.A.), which is a series of graphical interface
operating systems developed, marketed, and sold by
Microsoft. Microsoft Windows is described in Microsoft
publications entitled: “Windows Internals—Part 17 and
“Windows Internals—Part 2”, by Mark Russinovich, David
A. Solomon, and Alex loescu, published by Microsoft Press
in 2012, which are both incorporated in their entirety for all
purposes as if fully set forth herein. Windows 8 is a personal
computer operating system developed by Microsoft as part
of Windows NT family of operating systems, that was
released for general availability on October 2012, and is
described in Microsoft Press 2012 publication entitled:
“Introducing Windows 8—An Overview for IT Profession-
als” by Jerry Honeycutt, which is incorporated in its entirety
for all purposes as if fully set forth herein.

[0052] Vehicle. A vehicle is a mobile machine that trans-
ports people or cargo. Most often, vehicles are manufac-
tured, such as wagons, bicycles, motor vehicles (motor-
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cycles, cars, trucks, buses), railed vehicles (trains, trams),
watercraft (ships, boats), aircraft and spacecraft. The vehicle
may be designed for use on land, in fluids, or be airborne,
such as bicycle, car, automobile, motorcycle, train, ship,
boat, submarine, airplane, scooter, bus, subway, train, or
spacecraft. A vehicle may consist of, or may comprise, a
bicycle, a car, a motorcycle, a train, a ship, an aircraft, a boat,
a spacecraft, a boat, a submarine, a dirigible, an electric
scooter, a subway, a train, a trolleybus, a tram, a sailboat, a
yacht, or an airplane. Further, a vehicle may be a bicycle, a
car, a motorcycle, a train, a ship, an aircraft, a boat, a
spacecraft, a boat, a submarine, a dirigible, an electric
scooter, a subway, a train, a trolleybus, a tram, a sailboat, a
yacht, or an airplane.

[0053] Any vehicle herein may be a land vehicle typically
moving on the ground, using wheels, tracks, rails, or skies.
The vehicle may be locomotion-based where the vehicle is
towed by another vehicle or an animal. Propellers (as well
as screws, fans, nozzles, or rotors) are used to move on or
through a fluid or air, such as in watercrafts and aircrafts.
The system described herein may be used to control, monitor
or otherwise be part of, or communicate with, the vehicle
motion system. Similarly, the system described herein may
be used to control, monitor or otherwise be part of, or
communicate with, the vehicle steering system. Commonly,
wheeled vehicles steer by angling their front or rear (or both)
wheels, while ships, boats, submarines, dirigibles, airplanes
and other vehicles moving in or on fluid or air usually have
a rudder for steering. The vehicle may be an automobile,
defined as a wheeled passenger vehicle that carries its own
motor, and primarily designed to run on roads, and have
seating for one to six people. Typically, automobiles have
four wheels, and are constructed to principally transport of
people.

[0054] Human power may be used as a source of energy
for the vehicle, such as in non-motorized bicycles. Further,
energy may be extracted from the surrounding environment,
such as solar powered car or aircraft, a street car, as well as
by sailboats and land yachts using the wind energy. Alter-
natively or in addition, the vehicle may include energy
storage, and the energy is converted to generate the vehicle
motion. A common type of energy source is a fuel, and
external or internal combustion engines are used to burn the
fuel (such as gasoline, diesel, or ethanol) and create a
pressure that is converted to a motion. Another common
medium for storing energy are batteries or fuel cells, which
store chemical energy used to power an electric motor, such
as in motor vehicles, electric bicycles, electric scooters,
small boats, subways, trains, trolleybuses, and trams.

[0055] A vehicle may include a hood (ak.a. bonnet),
which is the hinged cover over the engine of motor vehicles
that allows access to the engine compartment (or trunk on
rear-engine and some mid-engine vehicles) for maintenance
and repair. A vehicle may include a bumper, which is a
structure attached, or integrated to, the front and rear of an
automobile to absorb impact in a minor collision, ideally
minimizing repair costs. Bumpers also have two safety
functions: minimizing height mismatches between vehicles
and protecting pedestrians from injury. A vehicle may
include a cowling, which is the covering of a vehicle’s
engine, most often found on automobiles and aircraft. A
vehicle may include a dashboard (also called dash, instru-
ment panel, or fascia), which is a control panel placed in
front of the driver of an automobile, housing instrumentation
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and controls for operation of the vehicle. A vehicle may
include a fender that frames a wheel well (the fender
underside). Its primary purpose is to prevent sand, mud,
rocks, liquids, and other road spray from being thrown into
the air by the rotating tire. Fenders are typically rigid and can
be damaged by contact with the road surface. Instead,
flexible mud flaps are used close to the ground where contact
may be possible. A vehicle may include a quarter panel
(ak.a. rear wing), which is the body panel (exterior surface)
of an automobile between a rear door (or only door on each
side for two-door models) and the trunk (boot) and typically
wraps around the wheel well. Quarter panels are typically
made of sheet metal, but are sometimes made of fiberglass,
carbon fiber, or fiber-reinforced plastic. A vehicle may
include a rocker, which is the body section below the base
of the door openings. A vehicle may include a spoiler, which
is an automotive aerodynamic device whose intended design
function is to ‘spoil” unfavorable air movement across a
body of a vehicle in motion, usually described as turbulence
or drag. Spoilers on the front of a vehicle are often called air
dams. Spoilers are often fitted to race and high-performance
sports cars, although they have become common on passen-
ger vehicles as well. Some spoilers are added to cars
primarily for styling purposes and have either little aerody-
namic benefit or even make the aerodynamics worse. The
trunk (ak.a. boot) of a car is the vehicle’s main storage
compartment. A vehicle door is a type of door, typically
hinged, but sometimes attached by other mechanisms such
as tracks, in front of an opening, which is used for entering
and exiting a vehicle. A vehicle door can be opened to
provide access to the opening, or closed to secure it. These
doors can be opened manually, or powered electronically.
Powered doors are usually found on minivans, high-end
cars, or modified cars. Car glass includes windscreens, side
and rear windows, and glass panel roofs on a vehicle. Side
windows can be either fixed or be raised and lowered by
depressing a button (power window) or switch or using a
hand-turned crank.

[0056] The lighting system of a motor vehicle consists of
lighting and signaling devices mounted or integrated to the
front, rear, sides, and in some cases, the top of a motor
vehicle. This lights the roadway for the driver and increases
the conspicuity of the vehicle, allowing other drivers and
pedestrians to see a vehicle’s presence, position, size, direc-
tion of travel, and the driver’s intentions regarding direction
and speed of travel. Emergency vehicles usually carry
distinctive lighting equipment to warn drivers and indicate
priority of movement in traffic. A headlamp is a lamp
attached to the front of a vehicle to light the road ahead. A
chassis consists of an internal framework that supports a
manmade object in its construction and use. An example of
a chassis is the underpart of a motor vehicle, consisting of
the frame (on which the body is mounted).

[0057] Autonomous car. An autonomous car (also known
as a driverless car, self-driving car, or robotic car) is a
vehicle that is capable of sensing its environment and
navigating without human input. Autonomous cars use a
variety of techniques to detect their surroundings, such as
radar, laser light, GPS, odometry, and computer vision.
Advanced control systems interpret sensory information to
identify appropriate navigation paths, as well as obstacles
and relevant signage. Autonomous cars have control systems
that are capable of analyzing sensory data to distinguish
between different cars on the road, which is very useful in
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planning a path to the desired destination. Among the
potential benefits of autonomous cars is a significant reduc-
tion in traffic collisions; the resulting injuries; and related
costs, including a lower need for insurance. Autonomous
cars are also predicted to offer major increases in traffic flow;
enhanced mobility for children, the elderly, disabled and
poor people; the relief of travelers from driving and navi-
gation chores; lower fuel consumption; significantly reduced
needs for parking space in cities; a reduction in crime; and
the facilitation of different business models for mobility as
a service, especially those involved in the sharing economy.
[0058] Modem self-driving cars generally use Bayesian
Simultaneous Localization And Mapping (SLAM) algo-
rithms, which fuse data from multiple sensors and an off-line
mayp into current location estimates and map updates. SLAM
with Detection and Tracking of other Moving Objects
(DATMO), which also handles things such as cars and
pedestrians, is a variant being developed by research at
Google. Simpler systems may use roadside Real-Time
Locating System (RTLS) beacon systems to aid localization.
Typical sensors include LIDAR and stereo vision, GPS and
IMU. Visual object recognition uses machine vision includ-
ing neural networks.

[0059] The term ‘Dynamic driving task’ includes the
operational (steering, braking, accelerating, monitoring the
vehicle and roadway) and tactical (responding to events,
determining when to change lanes, turn, use signals, etc.)
aspects of the driving task, but not the strategic (determining
destinations and waypoints) aspect of the driving task. The
term ‘Driving mode’ refers to a type of driving scenario with
characteristic dynamic driving task requirements (e.g.,
expressway merging, high speed, cruising, low speed traffic
jam, closed-campus operations, etc.). The term ‘Request to
intervene’ refers to notification by the automated driving
system to a human driver that s/he should promptly begin or
resume performance of the dynamic driving task.

[0060] The SAE International standard J3016, entitled:
“Tlaxonomy and Definitions for Terms Related to On-Road
Motor Vehicle Automated Driving Systems” [Revised 2016-
09], which is incorporated in its entirety for all purposes as
if fully set forth herein, describes six different levels (rang-
ing from none to fully automated systems), based on the
amount of driver intervention and attentiveness required,
rather than the vehicle capabilities. The levels are further
described in a table 20a in FIG. 2a. Level O refers to
automated system issues warnings but has no vehicle con-
trol, while Level 1 (also referred to as “hands on”) refers to
driver and automated system that shares control over the
vehicle. An example would be Adaptive Cruise Control
(ACC) where the driver controls steering and the automated
system controls speed. Using Parking Assistance, steering is
automated while speed is manual. The driver must be ready
to retake full control at any time. Lane Keeping Assistance
(LKA) Type 1I is a further example of level 1 self-driving.
[0061] In Level 2 (also referred to as “hands off”), the
automated system takes full control of the vehicle (acceler-
ating, braking, and steering). The driver must monitor the
driving and be prepared to immediately intervene at any
time if the automated system fails to respond properly. In
Level 3 (also referred to as “eyes off”), the driver can safely
turn their attention away from the driving tasks, e.g. the
driver can text or watch a movie. The vehicle will handle
situations that call for an immediate response, like emer-
gency braking. The driver must still be prepared to intervene
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within some limited time, specified by the manufacturer,
when called upon by the vehicle to do so. A key distinction
is between level 2, where the human driver performs part of
the dynamic driving task, and level 3, where the automated
driving system performs the entire dynamic driving task.
Level 4 (also referred to as “mind off”) is similar to level 3,
but no driver attention is ever required for safety, i.e., the
driver may safely go to sleep or leave the driver’s seat.
Self-driving is supported only in limited areas (geofenced)
or under special circumstances, such as traffic jams. Outside
of these areas or circumstances, the vehicle must be able to
safely abort the trip, i.e., park the car, if the driver does not
retake control. In Level 5 (also referred to as “wheel
optional”), no human intervention is required. An example
would be a robotic taxi.

[0062] An autonomous vehicle and systems having an
interface for payloads that allows integration of various
payloads with relative ease are disclosed in U.S. Patent
Application Publication No. 2007/0198144 to Norris et al.
entitled: “Networked multi-role robotic vehicle”, which is
incorporated in its entirety for all purposes as if fully set
forth herein. There is a vehicle control system for controlling
an autonomous vehicle, receiving data, and transmitting a
control signal on at least one network. A payload is adapted
to detachably connect to the autonomous vehicle, the pay-
load comprising a network interface configured to receive
the control signal from the vehicle control system over the
at least one network. The vehicle control system may
encapsulate payload data and transmit the payload data over
the at least one network, including Ethernet or CAN net-
works. The payload may be a laser scanner, a radio, a
chemical detection system, or a Global Positioning System
unit. In certain embodiments, the payload is a camera mast
unit, where the camera communicates with the autonomous
vehicle control system to detect and avoid obstacles. The
camera mast unit may be interchangeable, and may include
structures for receiving additional payload components.

[0063] Automotive electronics. Automotive electronics
involves any electrically-generated systems used in vehicles,
such as ground vehicles. Automotive electronics commonly
involves multiple modular ECUs (Electronic Control Unit)
connected over a network such as Engine Control Modules
(ECM) or Transmission Control Modules (TCM). Automo-
tive electronics or automotive embedded systems are dis-
tributed systems, and according to different domains in the
automotive field, they can be classified into Engine elec-
tronics, Transmission electronics, Chassis electronics,
Active safety, Driver assistance, Passenger comfort, and
Entertainment (or infotainment) systems.

[0064] One of the most demanding electronic parts of an
automobile is the Engine Control Unit. Engine controls
demand one of the highest real time deadlines, as the engine
itself is a very fast and complex part of the automobile. The
computing power of the engine control unit is commonly the
highest, typically a 32-bit processor, that typically controls
in real-time in a diesel engine the Fuel injection rate,
Emission control, NOx control, Regeneration of oxidation
catalytic converter, Turbocharger control, Throttle control,
and Cooling system control. In a gasoline engine, the engine
control typically involves Lambda control, OBD (On-Board
Diagnostics), Cooling system control, Ignition system con-
trol, Lubrication system control, Fuel injection rate control,
and Throttle control.
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[0065] An engine ECU typically connects to, or includes,
sensors that actively monitor in real-time engine parameters
such as pressure, temperature, flow, engine speed, oxygen
level and NOx level, plus other parameters at different points
within the engine. All these sensor signals are analyzed by
the ECU, which has the logic circuits to do the actual
controlling. The ECU output is commonly connected to
different actuators for the throttle valve, EGR valve, rack (in
VGTs), fuel injector (using a pulse-width modulated signal),
dosing injector, and more.

[0066] Transmission electronics involves control of the
transmission system, mainly the shifting of the gears for
better shift comfort and to lower torque interrupt while
shifting. Automatic transmissions use controls for their
operation, and many semi-automatic transmissions having a
fully automatic clutch or a semi-auto clutch (declutching
only). The engine control unit and the transmission control
typically exchange messages, sensor signals and control
signals for their operation. Chassis electronics typically
includes many sub-systems that monitor various parameters
and are actively controlled, such as ABS—Anti-lock Brak-
ing System, TCS—Traction Control System, EBD—FElec-
tronic Brake Distribution, and ESP—FElectronic Stability
Program. Active safety systems involve modules that are
ready-to-act when there is a collision in progress, or used to
prevent it when it senses a dangerous situation, such as Air
bags, Hill descent control, and Emergency brake assist
system. Passenger comfort systems involve, for example,
Automatic climate control, Electronic seat adjustment with
memory, Automatic wipers, Automatic headlamps—adjusts
beam automatically, and Automatic cooling—temperature
adjustment. Infotainment systems include systems such as
Navigation system, Vehicle audio, and Information access.
[0067] Automotive electric and electronic technologies
and systems are described in a book published by Robert
Bosch GmbH (5% Edition, July 2007) entitled: “Bosch
Automotive Electric and Automotive Electronics” [ISBN—
978-3-658-01783-5], which is incorporated in its entirety for
all purposes as if fully set forth herein.

[0068] ADAS. Advanced Driver Assistance Systems, or
ADAS, are automotive electronic systems to help the driver
in the driving process, such as to increase car safety and
more generally, road safety using a safe Human-Machine
Interface (HMI). Advanced driver assistance systems
(ADAS) are developed to automate/adapt/enhance vehicle
systems for safety and better driving. Safety features are
designed to avoid collisions and accidents by offering tech-
nologies that alert the driver to potential problems, or to
avoid collisions by implementing safeguards and taking over
control of the vehicle. Adaptive features may automate
lighting, provide adaptive cruise control, automate braking,
incorporate GPS/traffic warnings, connect to smartphones,
alert driver to other cars or dangers, keep the driver in the
correct lane, or show what is in blind spots.

[0069] There are many forms of ADAS available; some
features are built into cars or are available as an add-on
package. ADAS technology can be based upon, or use,
vision/camera systems, sensor technology, car data net-
works, Vehicle-to-vehicle (V2V), or Vehicle-to-Infrastruc-
ture systems (V2I), and leverage wireless network connec-
tivity to offer improved value by using car-to-car and
car-to-infrastructure data. ADAS technologies or applica-
tions comprise: Adaptive Cruise Control (ACC), Adaptive
High Beam, Glare-free high beam and pixel light, Adaptive
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light control such as swiveling curve lights, Automatic
parking, Automotive navigation system with typically GPS
and TMC for providing up-to-date traffic information, Auto-
motive night vision, Automatic Emergency Braking (AEB),
Backup assist, Blind Spot Monitoring (BSM), Blind Spot
Warning (BSW), Brake light or traffic signal recognition,
Collision avoidance system (such as Precrash system), Col-
lision Imminent Braking (CIB), Cooperative Adaptive
Cruise Control (CACC), Crosswind stabilization, Driver
drowsiness detection, Driver Monitoring Systems (DMS),
Do-Not-Pass Warning (DNPW), Electric vehicle warning
sounds used in hybrids and plug-in electric vehicles, Emer-
gency driver assistant, Emergency Electronic Brake Light
(EEBL), Forward Collision Warning (FCW), Heads-Up Dis-
play (HUD), Intersection assistant, Hill descent control,
Intelligent speed adaptation or Intelligent Speed Advice
(ISA), Intelligent Speed Adaptation (ISA), Intersection
Movement Assist (IMA), Lane Keeping Assist (LKA), Lane
Departure Warning (LDW) (ak.a. Line Change Warning—
LCW), Lane change assistance, Left Turn Assist (LTA),
Night Vision System (NVS), Parking Assistance (PA),
Pedestrian Detection System (PDS), Pedestrian protection
system, Pedestrian Detection (PED), Road Sign Recognition
(RSR), Surround View Cameras (SVC), Traffic sign recog-
nition, Traffic jam assist, Turning assistant, Vehicular com-
munication systems, Autonomous Emergency Braking
(AEB), Adaptive Front Lights (AFL), or Wrong-way driving
warning.

[0070] ADAS is further described in Intel Corporation
2015 Technical White Paper (0115/MW/HBD/PDF 331817-
00US) by Meiyuan Zhao of Security & Privacy Research,
Intel Labs entitled: “Advanced Driver Assistant System—
Threats, Requirements, Security Solutions”, and in a PhD
Thesis by Alexandre Dugarry submitted on June 2004 to the
Cranfield University, School of Engineering, Applied Math-
ematics and Computing Group, entitled: “Advanced Driver
Assistance Systems—Information Management and Presen-
tation”, which are both incorporated in their entirety for all
purposes as if fully set forth herein.

[0071] ACC. Autonomous cruise control (ACC; also
referred to as ‘adaptive cruise control’ or ‘radar cruise
control’) is an optional cruise control system for road
vehicles that automatically adjusts the vehicle speed to
maintain a safe distance from vehicles ahead. It makes no
use of satellite or roadside infrastructures or of any coop-
erative support from other vehicles. The vehicle control is
imposed based on sensor information from on-board sensors
only. Cooperative Adaptive Cruise Control (CACC) further
extends the automation of navigation by using information
gathered from fixed infrastructure such as satellites and
roadside beacons, or mobile infrastructure such as reflectors
or transmitters on the back of other vehicles. These systems
use either a radar or laser sensor setup allowing the vehicle
to slow when approaching another vehicle ahead and accel-
erate again to the preset speed when traffic allows. ACC
technology is widely regarded as a key component of any
future generations of intelligent cars. The impact is equally
on driver safety as on economizing capacity of roads by
adjusting the distance between vehicles according to the
conditions. Radar-based ACC often feature a pre-crash sys-
tem, which warns the driver and/or provides brake support
if there is a high risk of a collision. In certain cars it is
incorporated with a lane maintaining system which provides
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power steering assist to reduce steering input burden in
corners when the cruise control system is activated.

[0072] Adaptive High Beam. Adaptive High Beam Assist
is Mercedes-Benz’ marketing name for a headlight control
strategy that continuously automatically tailors the head-
lamp range so the beam just reaches other vehicles ahead,
thus always ensuring maximum possible seeing range with-
out glaring other road users. It provides a continuous range
of beam reach from a low-aimed low beam to a high-aimed
high beam, rather than the traditional binary choice between
low and high beams. The range of the beam can vary
between 65 and 300 meters, depending on traffic conditions.
In traffic, the low beam cutoff position is adjusted vertically
to maximize seeing range while keeping glare out of leading
and oncoming drivers’ eyes. When no traffic is close enough
for glare to be a problem, the system provides full high
beam. Headlamps are adjusted every 40 milliseconds by a
camera on the inside of the front windscreen which can
determine distance to other vehicles. The adaptive high
beam may be realized with LED headlamps.

[0073] Automatic parking. Automatic parking is an
autonomous car-maneuvering system that moves a vehicle
from a traffic lane into a parking spot to perform parallel,
perpendicular or angle parking. The automatic parking sys-
tem aims to enhance the comfort and safety of driving in
constrained environments where much attention and expe-
rience is required to steer the car. The parking maneuver is
achieved by means of coordinated control of the steering
angle and speed, which takes into account the actual situa-
tion in the environment to ensure collision-free motion
within the available space. The car is an example of a
non-holonomic system where the number of control com-
mands available is less than the number of coordinates that
represent its position and orientation.

[0074] Automotive night vision. An automotive night
vision system uses a thermographic camera to increase a
driver’s perception and seeing distance in darkness or poor
weather beyond the reach of the vehicle’s headlights. Active
systems use an infrared light source built into the car to
illuminate the road ahead with light that is invisible to
humans. There are two kinds of active systems: gated and
non-gated. The gated system uses a pulsed light source and
a synchronized camera that enable long ranges (250 m) and
high performance in rain and snow. Passive infrared systems
do not use an infrared light source, instead they capture
thermal radiation already emitted by the objects, using a
thermographic camera.

[0075] Blind spot monitor. The blind spot monitor is a
vehicle-based sensor device that detects other vehicles
located to the driver’s side and rear. Warnings can be visual,
audible, vibrating or tactile. Blind spot monitors may
include more than monitoring the sides of the vehicle, such
as ‘Cross Traffic Alert’, which alerts drivers backing out of
a parking space when traffic is approaching from the sides.
BLIS is an acronym for Blind Spot Information System, a
system of protection developed by Volvo, and produced a
visible alert when a car entered the blind spot while a driver
was switching lanes, using two door mounted lenses to
check the blind spot area for an impending collision.
[0076] Collision avoidance system. A collision avoidance
system (a.k.a. Precrash system) is an automobile safety
system designed to reduce the severity of an accident. Such
forward collision warning system or collision mitigating
system typically uses radar (all-weather) and sometimes
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laser and camera (both sensor types are ineffective during
bad weather) to detect an imminent crash. Once the detec-
tion is done, these systems either provide a warning to the
driver when there is an imminent collision or take action
autonomously without any driver input (by braking or
steering or both). Collision avoidance by braking is appro-
priate at low vehicle speeds (e.g. below 50 km/h), while
collision avoidance by steering is appropriate at higher
vehicle speeds. Cars with collision avoidance may also be
equipped with adaptive cruise control, and use the same
forward-looking sensors.

[0077] Intersection assistant. Intersection assistant is an
advanced driver assistance system for city junctions that are
a major accident blackspot. The collisions here can mostly
be put down to driver distraction or mis-judgement. While
humans often react too slowly, assistance systems are
immune to that brief moment of shock. The system monitors
cross traffic in an intersection/road junction. If this antici-
patory system detects a hazardous situation of this type, it
prompts the driver to start emergency braking by activating
visual and acoustic warnings and automatically engaging
brakes.

[0078] Lane Departure Warning system. A lane departure
warning system is a mechanism designed to warn the driver
when the vehicle begins to move out of its lane (unless a turn
signal is on in that direction) on freeways and arterial roads.
These systems are designed to minimize accidents by
addressing the main causes of collisions: driver error, dis-
tractions, and drowsiness. There are two main types of
systems: Systems which warn the driver (lane departure
warning, LDW) if the vehicle is leaving its lane (visual,
audible, and/or vibration warnings), and systems which
warn the driver and, if no action is taken, automatically take
steps to ensure the vehicle stays in its lane (Lane Keeping
System, LKS). Lane warning/keeping systems are based on
video sensors in the visual domain (mounted behind the
windshield, typically integrated beside the rear mirror), laser
sensors (mounted on the front of the vehicle), or Infrared
sensors (mounted either behind the windshield or under the
vehicle).

[0079] ADASIS. The Advanced Driver Assistance System
Interface Specification (ADASIS) forum was established in
May 2001 by a group of car manufacturers, in-vehicle
system developers and map data companies with the primary
goal of developing a standardized map data interface
between stored map data and ADAS applications. Main
objectives of the ADASIS Forum are to define an open
standardized data model and structure to represent map data
in the vicinity of the vehicle position (i.e. the ADAS
Horizon), in which map data is delivered by a navigation
system or a general map data server, and to define an open
standardized interface specification to provide ADAS hori-
zon data (especially on a vehicle CAN bus) and enable
ADAS applications to access the ADAS Horizon and posi-
tion-related data of the vehicle. Using ADASIS, the avail-
able map data may not only be used for routing purposes but
also to enable advanced in-vehicle applications. The area of
potential features reaches from headlight control up to active
safety applications (ADAS). With the ongoing development
of navigation based ADAS features the interface to access
the so-called ADAS Horizon is of rising importance. The
ADASIS protocol is described in ADASIS Forum publica-
tion 200v2.0.3-D2.2-ADASIS_v2_Specification.0 dated
December 2013 and entitled: “4DASIS v2 Protocol—Ver-
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siorn 2.0.3.0”, which is incorporated in its entirety for all
purposes as if fully set forth herein. Built-in vehicle sensors
may be used to capture the vehicle’s environment are limited
to a relatively short range. However, the available digital
map data can be used as a virtual sensor to look more
forward on the path of the vehicle. The digital map contains
attributes attached to the road segments, such as road
geometry, functional road class, number of lanes, speed
limits, traffic signs, etc. The “road ahead” concept is basi-
cally called Most Probable Path (or Most Likely Path)
derived from the ADAS Horizon. For each street segment,
the probability of driving through this segment is assigned
and given by the ADASIS protocol.

[0080] Automotive navigation system. A navigation sys-
tem generally compares the determined position with a
digital map and uses this map to calculate the optimal route
to a specified destination. An automotive navigation system
is part of the automobile (or vehicle) controls or a third party
add-on used to find direction in an automobile (or vehicle).
It typically uses a satellite navigation device to get its
position data, which is then correlated to a position on a
road. When directions are needed, routing can be calculated,
and on-the-fly traffic information can be used to adjust the
route. Dead reckoning may be used, using distance data
from sensors attached to the drivetrain, together with a
gyroscope and an accelerometer can be used for greater
reliability. Mathematically, automotive navigation is based
on the shortest path problem, within graph theory, which
examines how to identify the path that best meets some
criteria (shortest, cheapest, fastest, etc.) between two points
in a large network. Compared with portable devices, per-
manently installed navigation devices in a vehicle provides
better positioning quality and thus better route-guidance
quality, since additional sensors for distance and direction
signals (such as wheel-speed and yaw sensors) can be
evaluated and the antenna can be mounted in a more
favorable place for satellite reception. As original equip-
ment, networking with other components is also common,
i.e. integration in the operating concept of the vehicle is
possible. Voice outputs can be issued via the audio system,
and may be muted for telephone calls. The route guidance
information may be displayed in the instrument cluster or in
the head-up display and thus in the driver’s primary field of
vision. An example of a navigation system is the iGO
navigation application (app), described in a user manual UK
English ver. 1.0 dated August 2016 entitled: “User
Manual—iGO Navigation app—Navigation software for the
iGO Navigation app”, which is incorporated in its entirety
for all purposes as if fully set forth herein.

[0081] In-car positioning and navigation has been a killer
application for Global Positioning System (GPS) receivers,
and a variety of electronics for consumers and professionals
have been launched on a large scale. Positioning technolo-
gies based on stand-alone GPS receivers are vulnerable and,
thus, have to be supported by additional information sources
to obtain the desired accuracy, integrity, availability, and
continuity of service. A survey of the information sources
and information fusion technologies used in current in-car
navigation systems is presented in a paper authored by Isaac
Skog and Peter Handel Published in IEEE Transactions on
Intelligent Transportation Systems (Volume: 10, Issue: 1,
March 2009) entitled: “In-car positioning and navigation
technologies—a survey”, which is incorporated in its
entirety for all purposes as if fully set forth herein.
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[0082] The road database is typically provided as a vector
map, and street names or numbers and house numbers, as
well as points of interest (waypoints), are encoded as geo-
graphic coordinates. This enables users to find a desired
destination by street address or as geographic coordinates. A
GPS device is typically used in most automobile navigation
systems, and may be used in a number of contexts, includ-
ing: Maps, including street maps, displayed in human read-
able format via text or in a graphical format, turn-by-turn
navigation directions to a human in charge of a vehicle or
vessel via text or speech, directions fed directly to an
autonomous vehicle such as a robotic probe, traffic conges-
tion maps (depicting either historical or real time data), and
suggested alternative directions, information on nearby ame-
nities such as restaurants, fueling stations, and tourist attrac-
tions. Further, GPS devices may be able to indicate the roads
or paths available, traffic congestion and alternative routes,
roads or paths that might be taken to get to the destination,
if some roads are busy (now or historically) the best route to
take. The location of food, banks, hotels, fuel, airports or
other places of interests, the shortest route between the two
locations, and the different options to drive on highway or
back roads.

[0083] Most navigation systems rely on three primary
guidance display screens to communicate navigation infor-
mation to drivers: (1) maps, (2) maneuver lists with
sequenced turn directions, and (3) turn-by-turn guidance
displays which generally “pop up” in advance of a turn. The
overall utility of each depends on the particular task being
performed. Maps, for example, can be effectively used to
plan a route since they provide a pictorial representation of
an area or region, while ordered lists of directions can limit
information processing and lead to fast and accurate navi-
gation performance. Systems tend to use or make available
all three types of information displays. While some naviga-
tion guidance displays offer very small monochrome
screens, most of the systems provided some form of color
map display. Typically, it is perceived that drivers will use
map-based information not only for trip planning purposes,
but also during en-route navigation. Map displays contained
the most information (an average of over ten items), and
generally served as the default guidance view (the one driver
would see first when operating the system) despite the fact
that they rely heavily on spatial processing capabilities of
the driver. Most systems, however, provided supplemental
turn-by-turn guidance displays. Systems also enabled driv-
ers to change the default view, and/or access alternative
views directly (often via a single button press).

[0084] Some systems also allowed the display screen to be
blanked-out while driving, allowing drivers to receive audio
guidance only. Although turn-by-turn guidance displays
generally contained fewer information items than map dis-
plays, they still presented a considerable amount of infor-
mation. General types of information on these displays
tended to include turn arrows, countdown bars to indicate
the distance to the next maneuver, an indication of the
current and next turn street name, and an abbreviated map
depicting the intersection roadway geometry at the next
maneuver point. One design adopted by several systems was
to integrate display elements such as the turn arrow, count-
down bar, map, and vehicle position indicator. This arrange-
ment allows drivers to focus on a single overall graphic
representation rather than several individual display ele-
ments to extract the information (exercising Gestalt prin-
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ciples). Another characteristic common to turn-by-turn dis-
plays was the redundant audio component announcing the
upcoming maneuver. Some systems only announced the
direction and distance of the next turn, rather than the
specific street name.

[0085] ECU. In automotive electronics, an Electronic
Control Unit (ECU) is a generic term for any embedded
system that controls one or more of the electrical system or
subsystems in a vehicle such as a motor vehicle. Types of
ECU include FElectronic/engine Control Module (ECM)
(sometimes referred to as Engine Control Unit—ECU,
which is distinct from the generic ECU—Electronic Control
Unit), Airbag Control Unit (ACU), Powertrain Control Mod-
ule (PCM), Transmission Control Module (TCM), Central
Control Module (CCM), Central Timing Module (CTM),
Convenience Control Unit (CCU), General Electronic Mod-
ule (GEM), Body Control Module (BCM), Suspension Con-
trol Module (SCM), Door Control Unit (DCU), Powertrain
Control Module (PCM), Electric Power Steering Control
Unit (PSCU), Seat Control Unit, Speed Control Unit (SCU),
Suspension Control Module (SCM), Telematic Control Unit
(TCU), Telephone Control Unit (TCU), Transmission Con-
trol Unit (TCU), Brake Control Module (BCM or EBCM;
such as ABS or ESC), Battery management system, control
unit, or control module.

[0086] A microprocessor or a microcontroller serves as a
core of an ECU, and uses a memory such as SRAM,
EEPROM, and Flash. An ECU is power fed by a supply
voltage, and includes or connects to sensors using analog
and digital inputs. In addition to a communication interface,
an ECU typically includes a relay, H-Bridge, injector, or
logic drivers, or outputs for connecting to various actuators.
[0087] ECU technology and applications is described in
the M. Tech. Project first stage report (EE696) by Vineet P.
Aras of the Department of Electrical Engineering, Indian
Institute of Technology Bombay, dated July 2004, entitled:
“Design of Electronic Control Unit (ECU) for Automo-
biles—Electronic Engine Management system”, and in
National Instruments paper published Nov. 7, 2009 entitled:
“ECU Designing and Testing using National Instruments
Products”, which are both incorporated in their entirety for
all purposes as if fully set forth herein. ECU examples are
described in a brochure by Sensor-Technik Wiedemann
Gmbh (headquartered in Kaufbeuren, Germany) dated
20110304 GB entitled “Control System Electronics”, which
is incorporated in its entirety for all purposes as if fully set
forth herein. An ECU or an interface to a vehicle bus may
use a processor such as the MPC5748G controller available
from Freescale Semiconductor, Inc. (headquartered in
Tokyo, Japan, and described in a data sheet Document
Number MPC5748G Rev. 2, 05/2014 entitled: “MPC5748
Microcontroller Datasheet”, which is incorporated in its
entirety for all purposes as if fully set forth herein.

[0088] Electric car. An Electric Vehicle (EV) is a vehicle
that uses one or more electric motors for propulsion, and is
powered by a collector system, with electricity from extra-
vehicular sources, or it can be powered autonomously by a
battery (sometimes charged by solar panels, or by converting
fuel to electricity using fuel cells or a generator). EVs
include, but are not limited to, road and rail vehicles, surface
and underwater vessels, electric aircraft, and electric space-
craft. For road vehicles, together with other emerging auto-
motive technologies such as autonomous driving, connected
vehicles, and shared mobility, EVs form a future mobility
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vision called Connected, Autonomous, Shared, and Electric
(CASE) Mobility. Fundamentals, theoretical bases, and
design methodologies of conventional Internal Combustion
Engines (ICE) vehicles, Electric Vehicles (EV), Hybrid
Electric Vehicles (HEV), and Fuel Cell Vehicles (FCV), as
well as vehicle performance characteristics, configurations,
control strategies, design methodologies, modeling, and
simulation for modem vehicles are described in book pub-
lished 2018 by Taylor & Francis Group, LLC, authored by
Mehrdad Ehsani; Yimin Gao; Stefano Longo; and Kambiz
M. Ebrahimi and entitled: “Modern Electric, Hybrid Elec-
tric, and Fuel Cell Vehicles Third Edition” [ISBN— 13:
978-1-4987-6177-2], which is incorporated in its entirety for
all purposes as if fully set forth herein.

[0089] As used herein, the term “electric car” typically
refers specifically to Battery Electric Vehicles (BEVs) or
all-electric cars, a type of Electric Vehicle (EV) that has an
onboard rechargeable battery pack that can be plugged in
and charged from the electric grid, and the electricity stored
on the vehicle is the only energy source that provide
propulsion for the wheels. Such electric car includes high-
way-capable automobiles, as well as to any low-speed
electric vehicle with limitations in terms of weight, power
and maximum speed that are allowed to travel on public
roads. The latter are classified as Neighborhood Electric
Vehicles (NEVs) in the United States, and as electric motor-
ized quadricycles in Europe. Such electric car, battery elec-
tric car, or all-electric car, is typically an automobile that is
propelled by one or more electric motors, using only energy
stored in batteries. Compared to Internal Combustion
Engine (ICE) vehicles, electric cars are quieter, have no
exhaust emissions, and lower emissions overall. Charging an
electric car can be done at a variety of charging stations;
these charging stations can be installed in both houses and
public areas.

[0090] An example of a typical power train configuration
of an electric car 30 is shown in FIG. 3. The Internal
Combustion Engine (ICEV) and the fuel tank are replaced
with an electric motor 35 that is mechanically attached to a
transmission system 36 for rotating the four wheels that
include four tires 37a, 37b, 37¢, and 37d. The electric motor
35 is electrically powered from a battery 33 via a power
converter 34. The battery 33 is charged by a battery charger
32 that is externally power fed using an electric power plug
31. The battery 33 may use a Lithium-ion-based batteries for
their high power and energy density. Batteries with different
chemical compositions are becoming more widely used,
such as lithium iron phosphate, which is not dependent on
nickel and cobalt so can be used to make cheaper batteries
and thus cheaper cars. A theory behind electric vehicles and
insight on the factors motivating the global adoption of these
technologies are described in book published 2018 by John
Wiley & Sons Ltd, authored by John G. Hayes and G. Abas
Goodarzi, entitled: “Energy Systems, Power Electronics and
Drives for Hybrid, Electric and Fuel Cell Vehicles”
[ISBN—9781119063667], which is incorporated in its
entirety for all purposes as if fully set forth herein.

[0091] Most electric cars use a wired connection to supply
electricity for recharging. Electric vehicle charging plugs are
not universal throughout the world. However, vehicles using
one type of plug are generally able to charge at other types
of charging stations through the use of plug adapters. The
Type 2 connector is the most common type of plug, but
different versions are used in China and FEurope. The Type
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1 (also called SAE J1772) connector is common in North
America but rare elsewhere, as it does not support three-
phase charging. Electric cars are usually charged overnight
from a home charging station; sometimes known as a
charging point, wallbox charger, or simply a charger; in a
garage or on the outside of a house.

[0092] The electric motor 35 is typically a series wound
DC motor, a form of brushed DC electric motor, as well as
separately excited and permanent magnet DC motor. Some
electric vehicles have made use of a variety of AC motor
types, as these are simpler to build and have no brushes that
can wear out. These are usually induction motors or brush-
less AC electric motors which use permanent magnets.
There are several variations of the permanent magnet motor
which offer simpler drive schemes and/or lower cost includ-
ing the brushless DC electric motor. Once electric power is
supplied to the motor (from the controller), the magnetic
field interaction inside the motor will turn the drive shaft and
ultimately the vehicle’s wheels as part of the transmission
36.

[0093] The electric battery 33 typically consists of elec-
trochemical cells with external connections in order to
provide power to the vehicle. The battery 33 typically
includes a battery pack, which is a group of multiple battery
modules and cells. In many cases, lithium-ion batteries are
used. In one example, the Tesla Model S battery pack has up
to 7,104 cells, split into 16 modules with 6 groups of 74 cells
in each. Each cell has a nominal voltage of 3-4 volts,
depending on its chemical composition.

[0094] SoH. A State of health (SoH) is a figure of merit of
the condition of a battery (or a cell, or a battery pack),
compared to its ideal conditions. The units of SoH are
percent points (100%=the battery’s conditions match the
battery’s specifications). Typically, a battery’s SoH will be
100% at the time of manufacture and will decrease over time
and use. However, a battery’s performance at the time of
manufacture may not meet its specifications, in which case
its initial SoH will be less than 100%. The biggest factors
that contribute to battery degradation are driver patterns,
driver aggression, climate, cabin thermal dynamics, and
infrastructure, with driver patterns and climate being the
biggest. Typically, a Battery Management System (BMS)
evaluates the SoH of the battery under its management and
reports it. Then, the SoH is compared to a threshold (typi-
cally done by the application in which the battery is used),
to determine the suitability of the battery to a given appli-
cation. Knowing the SoH of a given battery and the SoH
threshold of a given application, allows for a determination
can be made whether the present battery conditions make it
suitable for that application, and an estimate can be made of
the battery’s useful lifetime in that application

[0095] Any of the following parameters (singly or in
combination) may be used to derive an arbitrary value for
the SoH: Internal resistance/impedance/conductance;
Capacity; Voltage; Self-discharge; Ability to accept a
charge; Number of charge-discharge cycles; Age of the
battery; Temperature of battery during its previous uses; and
Total energy charged and discharged; In addition, the battery
management system may define an arbitrary weight for each
of the parameter’s contribution to the SoH value. The
definition of how SoH is evaluated can be a trade secret.
[0096] SoC. A State of Charge (SOC) is defined as the
available capacity expressed as a percentage of some refer-
ence, sometimes its rated capacity but more likely its current
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(i.e., at the latest charge-discharge cycle) capacity. It may
further be defined using an absolute measure in Coulombs,
kWh or Ah of the energy left in the battery. Knowing the
amount of energy left in a battery compared with the energy
it had when it was full gives the user an indication of how
much longer a battery will continue to perform before it
needs recharging. It is a measure of the short-term capability
of the battery. Using the analogy of a fuel tank in a car, State
of Charge (SoC) estimation is often called the “Gas Gauge”
or “Fuel Gauge” function.

[0097] In an electric car such as a Battery Electric Vehicle
(BEV), a Hybrid Vehicle (HV), or a Plug-in Hybrid electric
vehicle (PHEV), SoC for the battery pack is the equivalent
of'a fuel gauge. The SoC (State of Charge) may be presented
as a gauge or percentage value on the vehicle dashboard.
Typically, SoC may be estimated from direct measurement
variables in two ways: offline and online. In offline tech-
niques, the battery desires to be charged and discharged in
constant rate such as Coulomb-counting. This method gives
precise estimation of battery SoC, but they are protracted,
costly, and interrupt main battery performance. In general
there are five methods to determine SoC indirectly, including
chemical, voltage, current integration, Kalman filtering, and
pressure.

[0098] PEV. A Plug-in Electric Vehicle (PEV) is any road
vehicle that can utilize an external source of electricity (such
as a wall socket that connects to the power grid) to store
electrical energy within its onboard rechargeable battery
packs, to power an electric motor and help propelling the
wheels. PEV is a subset of electric vehicles, and includes
all-electric/battery electric vehicles (BEVs) and plug-in
hybrid electric vehicles (PHEVs). A PEV typically is a
motor vehicle with rechargeable battery packs that can be
charged from the electric grid, and the electricity stored on
board drives or contributes to drive the wheels for propul-
sion. Plug-in electric vehicles are also sometimes referred to
as Grid-Enabled Vehicles (GEV), and the European Auto-
mobile Manufacturers Association (ACEA) refers to such
vehicles as Electrically Chargeable Vehicles (ECV). PEV is
a subcategory of electric vehicles that includes battery
electric vehicles (BEVs), plug-in hybrid vehicles (PHEVs),
and electric vehicle conversions of hybrid electric vehicles
and conventional internal combustion engine vehicles.
There are several other types of plug-in electric vehicle,
including battery electric multiple units, electric motor-
cycles and scooters, neighborhood electric vehicles or
microcars, city cars, vans, buses, electric trucks or lorries,
and military vehicle

[0099] BEV. A Battery Electric Vehicle (BEV) uses chemi-
cal energy stored in rechargeable battery packs as its only
source for propulsion. BEVs use electric motors and motor
controllers instead of Internal Combustion Engines (ICEs)
for propulsion. A plug-in hybrid operates as an all-electric
vehicle or BEV when operating in charge-depleting mode,
but it switches to charge-sustaining mode after the battery
has reached its minimum State Of Charge (SOC) threshold,
exhausting the vehicle’s all-electric range (AER). BEVSs are
all-electric vehicles that use only electricity to power the
motor, with no internal combustion engine. The energy
stored in the rechargeable battery pack is used to power the
electric motor, which propels the vehicle. BEVs have no
tailpipe emissions and can be charged by plugging into a
charging station or using a home charging system. BEVs are
known for their quiet operation, instant torque, and smooth
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ride, and are also more environmentally friendly than tra-
ditional gasoline-powered vehicles. However, the range of a
BEV is limited by the size of its battery, so it may not be
suitable for long-distance travel.

[0100] PHV. A Plug-in Hybrid Electric Vehicle (PHEV or
PHV), also known as a plug-in hybrid, is a hybrid electric
vehicle with rechargeable batteries that can be restored to
full charge by connecting a plug to an external electric
power source. A plug-in hybrid shares the characteristics of
both a conventional hybrid electric vehicle and an all-
electric vehicle: it uses a gasoline engine and an electric
motor for propulsion, but a PHEV has a larger battery pack
that can be recharged, allowing operation in all-electric
mode until the battery is depleted. PHEVs are a hybrid
between a traditional gasoline-powered vehicle and an all-
electric vehicle. They have both an internal combustion
engine and an electric motor powered by a rechargeable
battery pack. PHEVs operate as all-electric vehicles when
the battery has a sufficient charge, and switch to gasoline
power when the battery is depleted. PHVs provide a longer
driving range compared to a pure electric vehicle, as the
gasoline engine acts as a range extender, and can be charged
by plugging into a charging station or using a home charging
system.

[0101] Charging station. A charging station, also known as
a charge point or Electric Vehicle Supply Equipment
(EVSE), is a piece of equipment that supplies electrical
power for charging plug-in electric vehicles (including elec-
tric cars, electric trucks, electric buses, neighborhood elec-
tric vehicles, and plug-in hybrids). There are two main types:
AC charging stations and DC charging stations. While
batteries can only be charged with Direct Current (DC)
electric power, most electricity is delivered from the power
grid as Alternating Current (AC). For this reason, most
electric vehicles have a built-in AC-to-DC converter, com-
monly known as the “onboard charger”. At an AC charging
station, AC power from the grid is supplied to this onboard
charger, which produces DC power to charge the battery. DC
chargers facilitate higher power charging (which requires
much larger AC-to-DC converters) by building the converter
into the charging station instead of the vehicle to avoid size
and weight restrictions. The station then supplies DC power
to the vehicle directly, bypassing the onboard converter.
Most fully electric car models can accept both AC and DC
power. Charging stations provide connectors that conform to
a variety of international standards. DC charging stations are
commonly equipped with multiple connectors to be able to
charge a wide variety of vehicles that utilize competing
standards. Public charging stations are typically found
street-side or at retail shopping centers, government facili-
ties, and other parking areas. Private charging stations are
typically found at residences, workplaces, and hotels.

[0102] A schematic configuration of an electric car 30a
connected by a cable 42 to be charged from a charging
station 41 is shown in shown in an arrangement 40 in FIG.
4. The charging station 41 includes a socket outlet 41a for
supplying power for charging of the electric car 30a. A plug
415b at the end of the charging flexible cable 42 interfaces
with the socket outlet 41a. In North America, the socket 41a
and the plug 415 are commonly not used as the cable 42 is
permanently attached to the charging station 41. The electric
car 30a is power fed via an inlet 41d, that is connectable to
a connector 41c at the end of the cable 42. While the
charging station 41 is shown in the arrangement 40 to
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include a single socket outlet 41a for charging a single
electric car 30a, a charging station 41 may have multiple
charging points, each connected to charge a different electric
car 30a.

[0103] A charging station (EVSE) 41 is classified into
categories may use Alternating current (AC) or Direct
current (DC) charging. Alternating current (AC) charging is
typically used for people to charge their electric vehicles
overnight at home. In that case, the EV has an on-board
charger charging the battery, so the speed of charging
depends on its speed. Typical maximum speeds of AC
charge points are 7.4 KWh, 11 KWh and 22 KWh. AC
charging uses a lower voltage, either Level 1 (120 volts or
standard household current) or Level 2 (240 volts). Though
the low voltage levels mean a slower charge, AC charging
can be easily installed in most households, providing a
solution for residential, workplace, multi-unit dwellings, and
other longer-term parking locations like hotels, train station,
and airport parking garages. AC charging stations connect
the vehicle’s onboard charging circuitry directly to the AC
supply. Two types are defined, designated as Levels 1 and 2.
AC Level 1 refers to connecting directly to a standard
residential/commercial electrical 120 V North American
outlet; capable of supplying 6-16 A (0.7-1.92 kilowatts or
“kW”) depending on the capacity of a dedicated circuit,
while AC Level 2 utilizes 240 V (single-phase) or 208 V
(three-phase) power to supply between 6 and 80 A (1.4-19.2
kW) and provides a significant charging speed increase over
AC Level 1 charging.

[0104] The AC Level 1 charging involves single-phase AC
power that is typically found in most homes and some
businesses, and uses standard 2 or 3 pin plug sockets. Such
a single-phase electricity supply can power a dedicated
charge point up to 7 kW. AC Level 2 requires a three-phase
power that is often found on commercial and industrial sites,
this provides three alternating currents and allows for 22 kW
AC charging. As compared to a single-phase AC power
supply that uses two conductors (phase and neutral), a
three-phase supply with no neutral and the same phase-to-
ground voltage and current capacity per phase can transmit
three times as much power using just 1.5 times as many
wires (i.e., three instead of two). Direct current (DC) charg-
ing for electric vehicles allows for higher charging speeds
since DC can be supplied directly to the electric vehicle’s
battery at power levels usually higher than AC charging. The
higher the DC power supplied, the faster the electric vehicle
can be charged—provided the EV is designed to handle such
power. DC chargers can reach up to 350 KWh on ultra-fast
DC charging. However, the most common speeds are 50
KWh and high-power DC in the range of 100 KWh to 150
KWh.

[0105] The general physical, electrical, communication,
and performance requirements for EV charging systems
used in North America are defined by the Society of Auto-
motive Engineers (SAE International) as part of standard
SAE J1772, initially developed in 2001. As shown in table
40q in FIG. 4a, SAE J1772 defines four levels of charging,
two levels each for AC and DC supplies; the differences
between levels are based upon the power distribution type,
standards and maximum power. Additional standards
released by SAE for charging include SAE J3068 (three-
phase AC charging, using the Type 2 connector defined in
IEC 62196-2) and SAE J3105 (automated connection of DC
charging devices). The International Electrotechnical Com-

Oct. 31, 2024

mission (IEC) adopted a majority of the SAE J1772 standard
under IEC 62196-1 for international implementation.

[0106] As shown in table 50 in FIG. 5, the IEC alterna-
tively defines charging in modes (IEC 61851-1), where
Mode 1 refers to a slow charging from a regular electrical
socket (single- or three-phase AC), Mode 2 refers to slow
charging from a regular AC socket but with some EV-
specific protection arrangement (i.e., the Park & Charge or
the PARVE systems), Mode 3 refers to slow or fast AC
charging using a specific EV multi-pin socket with control
and protection functions (i.e. SAE J1772 and IEC 62196-2),
and Mode 4 refers to DC {fast charging using a specific
charging interface (i.e. IEC 62196-3, such as CHAdeMO).
The connection between the electric grid and “charger”
(electric vehicle supply equipment) is defined by three cases
(IEC 61851-1): Case A—any charger connected to the mains
(the mains supply cable is usually attached to the charger)
usually associated with modes 1 or 2. Case B—an on-board
vehicle charger with a mains supply cable that can be
detached from both the supply and the vehicle—usually
mode 3, and Case C-DC dedicated charging station. The
mains supply cable may be permanently attached to the
charge station as in mode 4.

[0107] CPO. Charge Point Operator (CPO) is an entity that
builds EV charging sites, installs hardware from a variety of
Electric Vehicle Supply Equipment (EVSE) vendors, and
ensures optimal ongoing EV charging operations. CPOs
provide the charging network infrastructure, managing the
backend technologies as well as the communications
between the backend system and the chargers, to deliver
reliable and consistent EV charging. CPOs typically guar-
antee that EV chargers are always available and stable,
operating 24/7 without fail. Systems need to be in place to
notify them any time a problem arises with the chargers—or
automatically fix it where possible, reducing operating costs
and minimizing impact on EV drivers.

[0108] An E-Mobility Service Provider (EMSP) is a com-
pany offering an EV charging service to drivers of electric
vehicles. An EMSP can support a granting of access to a
huge number of charging stations around a certain area. If
you decide to use the service of an EMSP, you will be
registered into the EMSP’s system, and then you can use the
charging infrastructure via a charging card or app. The
EMSP will take care of the billing as well. EMSPs depend
on CPOs to maintain availability of the entire operational
infrastructure, so all hardware needs to be monitored in
real-time to discover and fix issues before the customer—or
even the CPO—is aware of them. Self-healing reduces costs
by circumventing the need to send technicians to the field.
Furthermore, automated provisioning ensures that the char-
gers are instantly “online” without any intervention.

[0109] TPMS. A Tire-Pressure Monitoring System
(TPMS) monitors the air pressure inside the pneumatic tires
on vehicles. A TPMS reports real-time tire-pressure infor-
mation to the driver, using either a gauge, a pictogram
display, or a simple low-pressure warning light. TPMS can
be divided into two different types—direct (dTPMS) and
indirect (iTPMS). TPMS are installed either when the
vehicle is made or after the vehicle is put to use. The goal
of'a TPMS is avoiding traffic accidents, poor fuel economy,
and increased tire wear due to under-inflated tires through
early recognition of a hazardous state of the tires. Aftermar-
ket valve cap-based dTPMS systems, which require a smart-



US 2024/0361137 Al

phone and an app or portable display unit, are also available
for bicycles, automobiles, and trailers.

[0110] The dynamic behavior of a pneumatic tire is closely
connected to its inflation pressure. Key factors like braking
distance and lateral stability require the inflation pressures to
be adjusted and kept as specified by the vehicle manufac-
turer. Extreme under-inflation can even lead to thermal and
mechanical overload caused by overheating and subsequent,
sudden destruction of the tire itself. Additionally, fuel effi-
ciency and tire wear are severely affected by under-inflation.
Tires do not only leak air if punctured, they also leak air
naturally, and over a year, even a typical new, properly
mounted tire can lose from to 60 kPa (3 to 9 psi), roughly
10% or even more of its initial pressure.

[0111] Some advantages of TPMS may include:

[0112] (i) Fuel savings: According to the GITI, for
every 10% of under-inflation on each tire on a vehicle,
a 1% reduction in fuel economy will occur. In the
United States alone, the Department of Transportation
estimates that under inflated tires waste 2 billion US
gallons (7,600,000 m3) of fuel each year.

[0113] (i) Extended tire life: Under inflated tires are the
number one cause of tire failure and contribute to tire
disintegration, heat buildup, ply separation and side-
wall/casing breakdowns. Further, a difference of 10
pounds per square inch (69 kPa; 0.69 bar) in pressure
on a set of duals literally drags the lower pressured tire
2.5 metres per kilometre (13 feet per mile). Moreover,
running a tire even briefly on inadequate pressure
breaks down the casing and prevents the ability to
retread. Structural damages caused, for example, by
hitting sharp curbs or potholes, can also lead to sudden
tire failures, even a certain time after the damaging
incident.

[0114] (iii) Improved safety: Under-inflated tires lead to
tread separation and tire failure, resulting in many
accidents and injuries. Further, tires properly inflated
add greater stability, handling and braking efficiencies
and provide greater safety for the driver, the vehicle,
the loads and others on the road.

[0115] (iv) Environmental efficiency: Under-inflated
tires, as estimated by the US Department of Transpor-
tation, release over 26 billion kilograms (57.5 billion
pounds) of unnecessary carbon-monoxide pollutants
into the atmosphere each year in the United States
alone.

[0116] Indirect TPMS (iTPMS) systems do not use physi-
cal pressure sensors; they measure air pressures using soft-
ware-based systems, which by evaluating and combining
existing sensor signals such as wheel speeds, accelerom-
eters, and driveline data to estimate and monitor the tire
pressure without physical pressure sensors in the wheels.
First-generation iTPMS systems are based on the principle
that under-inflated tires have a slightly smaller diameter (and
hence higher angular velocity) than a correctly inflated one.
These differences are measurable through the wheel speed
sensors of ABS/ESC systems. Second generation iTPMS
can also detect simultaneous under-inflation in up to all four
tires using spectrum analysis of individual wheels, which
can be realized in software using advanced signal processing
techniques.

[0117] iTPMS cannot measure or display absolute pres-
sure values; they are relative by nature and have to be reset
by the driver once the tires are checked and all pressures
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adjusted correctly. The reset is normally done either by a
physical button or in a menu of the on-board computer.
iITPMS are, compared to dTPMS, more sensitive to the
influences of different tires and external influences like road
surfaces and driving speed or style. The reset procedure,
followed by an automatic learning phase of typically 20 to
60 minutes of driving under which the iTPMS learns and
stores the reference parameters before it becomes fully
active, cancels out many, but not all of these. As iTPMS do
not involve any additional hardware, spare parts, electronic/
toxic waste, or service (beyond the regular reset), they are
regarded as easy to handle and customer friendly. As men-
tioned however, the sensors must be reset every time
changes are done to the tire setup, and some consumers do
not wish to have this added responsibility. iTPMS are
regarded as less accurate by some due to their nature, given
that simple ambient temperature variations can lead to
pressure variations of the same magnitude as the legal
detection thresholds, but many vehicle manufacturers and
customers value the ease of use.

[0118] Direct TPMS, or direct tire pressure monitoring
systems (direct sensor TPMS) refers to the use of a pressure
sensor directly mounted on the wheels or tires of a vehicle.
The pressure inside the tire is measured using a pressure
transducer with the pressure information being subsequently
sent to the vehicle to warn the driver of under or over
inflation of a tire. The pressure information is commonly
transmitted to the vehicle using radio frequency (RF) tech-
nology, though systems using mechanical, electrical or mag-
netic methods have been used over recent years. Direct
TPMS (dTPMS) directly measures tire pressure using hard-
ware sensors. In each wheel, most often on the inside of the
valve, there is a battery-driven pressure sensor which trans-
fers pressure information to a central control unit which
reports it to the vehicle’s onboard computer. Some units also
measure and alert temperatures of the tire as well. These
systems can identify under-inflation for each individual tire.
Although the systems vary in transmitting options, many
TPMS products (both OEM and aftermarket) can display
real-time, individual tire pressures whether the vehicle is
moving or parked. There are many different solutions, but all
of them have to face the problems of exposure to hostile
environments. The majority are powered by batteries which
limit their useful life. Some sensors utilise a wireless power
system similar to that used in RFID tag reading which solves
the problem of limited battery life. This also increases the
frequency of data transmission up to 40 Hz and reduces the
sensor weight which can be important in motorsport appli-
cations. If the sensors are mounted on the outside of the
wheel, as are some aftermarket systems, they are subject to
mechanical damage, aggressive fluids, as well as theft.
When mounted on the inside of the rim, they are no longer
easily accessible for battery change and the RF link must
overcome the attenuating effects of the tire which increases
the energy need.

[0119] A direct TPMS sensor consists of the following
main functions requiring only a few external components,
e.g., battery, housing, PCB, to get the sensor module that is
mounted to the valve stem inside the tire: pressure sensor;
analog-digital converter; microcontroller; system controller;
oscillator; radio frequency transmitter; low frequency
receiver, and voltage regulator (battery management). Most
originally fitted dTPMS have the sensor mounted on the
inside of the rim and the batteries are not exchangeable. A
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discharged battery means that the tire must be dismounted in
order to replace it, so long battery life is desirable. To save
energy and prolong battery life, many dTPMS sensors do not
transmit information when parked (which eliminates spare
tire monitoring) or apply a more power expensive two-way
communication which enables wake-up of the sensor. For
OEM auto dTPMS units to work properly, they need to
recognize the sensor positions and must ignore the signals
from other vehicles. Aftermarket dTPMS units not only
transmit while vehicles are moving or parked, but also
provide users with some advanced monitoring options
including data logging, remote monitoring options and
more. They are available for all types of vehicles, from
motorcycles to heavy equipment, and can monitor up to 64
tires at a time, which is important for commercial vehicles.
Many aftermarket dTPMS units do not require specialized
tools to program or reset, making them much simpler to use.

[0120] In most designs of direct TPMS, a small electronic
assembly which is rugged enough to be mounted inside a
tire, measures the pressure using a microelectromechanical
system (MEMS) pressure sensor and then transmits this and
other information to one or more vehicle receivers. Other
information can include a serial number, temperature, accel-
eration, direction of rotation and the status of the complete
tire pressure monitoring system. The purpose of the serial
number is to allow the vehicle to ignore transmissions from
other vehicles and operate with a unique data field. A typical
direct TPMS comprises the following components on a
vehicle: A direct TPM sensor fitted to the back of the valve
stem on each wheel; A TPM Warning Light; and Unique
identifier (IDs) for which tire is providing the data including
speed and the direction of rotation; A tire pressure monitor
Electronic Control Unit (ECU) may include an antenna(s),
controller for periodic measurements, source of power, and
diagnostics and wake up system.

[0121] Most direct TPMS systems use Ultra-High Fre-
quency (UHF) radio in one of the ‘unlicensed’ ISM bands
(industrial, scientific and medical) for transmitting the data,
often around 433 MHz in Europe and 315 MHz in much of
the rest of the world. On some systems there is a separate
receiver or antenna near each wheel whilst more commonly
there is a single receiver which receives data from all of the
wheels on the vehicle. Commonly this receiver is also used
for Remote Keyless Entry system (RKE) as this also usually
uses UHF radio transmissions. TPM sensors can be fitted to
the wheels in a number of ways. They can be mounted on the
back of the tire’s valve stem or attached using adhesive or
to a band which is then securely wrapped around the rim
inside the tire, usually in the drop zone.

[0122] The TPM sensors fitted to high volume production
cars worldwide are battery-powered, self-contained units
which periodically measure tire pressure, and often tempera-
ture and acceleration. The sensor is equipped with an RF
transmitter circuit which is used to broadcast the measured
pressure etc. within the tire. The TPM is designed to use as
little power as possible to give maximum battery life. This
is done by using very low power circuitry and transmitting
the data as infrequently as possible and with as low power
as possible. The UHF transmitter in a TPM typically trans-
mits around 250 W (1 W is equal to one millionth (10-6) of
a watt). TPMs do not have UHF receivers built in due to the
relatively high-power requirements of this technology. This
means that they can’t tell that they are transmitting at the
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same time as another TPM. Most TPMs do have LF receiv-
ers as this uses little or no power.

[0123] The pressure, temperature and acceleration sensors
generate analog signals which are converted to their digital
equivalents using analog to digital converters. The accelera-
tion sensor measures the centrifugal force generated when
the wheel rotates. This force is proportional to the rotational
speed. The acceleration sensor may be a simple switch rather
than an analog transducer (accelerometer). This is usually
referred to as a roll switch. The acceleration sensor allows
the TPM to be placed in a low-power communication device
mode, when the vehicle is stationary which can extend the
battery life. The advantage of a roll switch over an accel-
erometer is that the switch is purely mechanical and doesn’t
use any power to take a measurement. When the vehicle is
stationary, the TPM may periodically transmit to the vehicle.
This allows (as long as the vehicle receiver is always on) the
driver or vehicle operator to be warned of low pressure as
soon as the Ignition system is switched on rather than having
to wait until the vehicle is moving.

[0124] The Tyre Pressure Monitoring System indicates
only whether the air pressure in any of the tyres is below a
particular level of safety. This avoidable signal has made it
possible for the statistical death rate to come up to 650
deaths per year. A project for displaying values through
continuous monitoring that propose a method to cumulate
the various factors of the tyre and to display it to the driver
for a safer experience is described in an article entitled:
“Tyre Pressure Monitoring System” by Amogha Abbi and T.
Ramakrishnaiah, published 2021 by IOP Publishing in
ICMLSC 2020 IOP Conf. Series: Materials Science and
Engineering 1042 (2021) 012024 [doi:10.1088/1757-899X/
1042/1/012024], which is incorporated in its entirety for all
purposes as if fully set forth herein. The proposed TPMS has
an electronic device unit that is attached to the tyre and
transmits the values of the pressure, temperature, and the
wheel alignment to the unit to be placed inside the vehicle,
observable to the driver. This unit includes pressure sensors,
microcontrollers, RF transmission, and batteries. An alert is
introduced which indicates if the pressure exceeds the
maximum or minimum safe pressure level. Several experi-
ments have been carried out to analyze the proposed system.
The integrated TPMS has proven to be an effective alterna-
tive to maintain the tyres and aims to improve the comfort
and safety of the driver.

[0125] Typical Tire Pressure Monitoring System (TPMS)
only monitors the condition of a tire pressure. However,
there are no particular reactions taking place after the value
of its tire pressure is discovered. In fact, the value of a tire
pressure determines driving comfort and safety. A method to
integrate a TPMS and a Pressure Sensor Base (PSB) with a
particular reaction required to fulfill tires automatically is
described in an article entitled: “DESIGN OF TIRE PRES-
SURE MONITORING SYSTEM USING A PRESSURE SEN-
SOR BASE” by Lukman Medriavin Silalahi, Mudrik Alay-
drus, Agus Dendi Rochendi, and Muhtar Muhtar, published
in SINERGI Vol. 23, No. 1, February 2019: 70-78 [http://
doi.org/10.22441/sinergi.2019.1.010], which is incorporated
in its entirety for all purposes as if fully set forth herein. The
proposed TPMS has an electronic device unit directly
attached to a tire’s valve. This unit includes pressure sensors,
microcontrollers, Bluetooth transmitters and batteries. An
alert system is generated whenever tire pressure exceeds the
maximum or minimum safe pressure level. Moreover, if the
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pressure measured is below the lowest level of the desired
pressure, it will automatically activate the compressor. Sev-
eral experiments have been carried out to analyze the
proposed system. The integrated TPMS has proven to be
able to be an alternative tool for the automotive sector to
keep maintaining the tires and to improve a driving comfort
and safety.

[0126] Automobile puncture is one of the major hidden
dangers of frequent traffic accidents. Accurate and real-time
monitoring of tire pressure of automobile tires is of great
significance for improving vehicle safety and improving
traffic status. A paper entitled “Automobile tire pressure
monitoring technology and development trend” by Quan
Xin, Gong Jingfeng, Guan Junjie, Bai ri, You Mingxing, and
Zou Pian, published 2019 by IOP Publishing in IOP Conf.
Series: Journal of Physics: Conf. Series 1314 (2019) 012100
[doi:10.1088/1742-6596/1314/1/012100], which is incorpo-
rated in its entirety for all purposes as if fully set forth
herein, first summarizes and analyzes the published techni-
cal methods of automobile tire pressure detection, and
analyzes the advantages and disadvantages of related detec-
tion methods in combination with previous research results.
Finally, this paper proposes a development direction of the
tire pressure system. The tire pressure and tire temperature
signals obtained by the tire pressure monitoring system are
used as the correction amount of the ABS system control
signal, and the tire pressure and the tire temperature can
always be controlled within a safe range. It can also reduce
the chance of tire’s bursting due to sudden braking and
improve the reliability of the ABS system.

[0127] Drag. As used herein, drag (also referred to as air
resistance or fluid resistance) refers to forces that oppose the
relative motion of an object through a fluid (a liquid or gas).
Drag forces act in a direction opposite to the velocity of the
vehicle. Unlike other resistive forces such as dry friction,
which is nearly independent of velocity, aerodynamic drag
forces are dependent on the square of the velocity. For a
solid object moving through a fluid, the drag is the compo-
nent of the net aerodynamic or hydrodynamic force acting
opposite to the direction of the movement. Therefore, drag
opposes the motion of the object, and in a powered vehicle
it is overcome by thrust provided by the engine through the
vehicle’s drive train. The drag coefficient is a common
measure in automotive design as it pertains to aerodynamics.
Drag is a force that acts parallel to and in the same direction
as the airflow. The drag coefficient of an automobile mea-
sures the way the automobile passes through the surrounding
air. Aerodynamic drag increases with the square of speed;
therefore, it becomes critically important at higher speeds.
Reducing the drag coefficient in an automobile improves the
performance of the vehicle as it pertains to speed and fuel
efficiency. There are many different ways to reduce the drag
of a vehicle. A common way to measure the drag of the
vehicle is through the drag area.

[0128] The reduction of drag in road vehicles has led to
increases in the top speed of the vehicle and the vehicle’s
fuel efficiency, as well as many other performance charac-
teristics, such as handling and acceleration. The two main
factors that impact drag are the frontal area of the vehicle
and the drag coefficient. The drag coefficient is a unit-less
value that denotes how much an object resists movement
through a fluid such as water or air. A potential complication
of altering a vehicle’s aerodynamics is that it may cause the
vehicle to get too much lift. Lift is an aerodynamic force that
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acts perpendicular to the airflow around the body of the
vehicle. Too much lift can cause the vehicle to lose road
traction which can be very unsafe. Lowering the drag
coeflicient comes from streamlining the exterior body of the
vehicle. Streamlining the body requires assumptions about
the surrounding airspeed and characteristic use of the
vehicle. The average modem automobile achieves a drag
coeflicient of between 0.25 and 0.3. Sport Utility Vehicles
(SUVs), with their typically boxy shapes, typically achieve
a Cd=0.35-0.45. The drag coefficient of a vehicle is affected
by the shape of body of the vehicle. Various other charac-
teristics affect the coefficient of drag as well, and are taken
into account in these examples. Some sports cars have a
surprisingly high drag coefficient (such as the Ariel Atom at
0.40), but this is to compensate for the amount of lift the
vehicle generates, while others use aerodynamics to their
advantage to gain speed and as a result have much lower
drag coefficients.

[0129] A method and system of determining a vehicle’s
driving characteristics such as the vehicle mass, drag force
coeflicients, and driving surface inclination, is described in
U.S. Pat. No. 9,395,233 to Dourra et al. entitled: “Mass,
drag coefficient and inclination determination using accel-
erometer sensor”, which is incorporated in its entirety for all
purposes as if fully set forth herein. The vehicle’s mass, drag
force coefficients and inclination are determined using sig-
nals input from the vehicle’s accelerometer.

[0130] An aerodynamic system for a vehicle having a
plurality of heat exchangers can include a front assembly, a
pair of front fenders, a hood, a ducting assembly, and a rear
assembly, is disclosed in U.S. Pat. No. 10,351,181 to MCK-
ILLEN et al. entitled: “Apparatus and methods for manipu-
lating airflow around and through a vehicle”, which is
incorporated in its entirety for all purposes as if fully set
forth herein. The front assembly can include air inlets. The
air inlets can be in fluid communication with at least one of
the heat exchangers. The pair of front fenders can include
fender outlets in fluid communication with at least one of the
heat exchangers. The ducting assembly can be in fluid
communication with at least one of the plurality of heat
exchangers. The rear assembly can include raised C-pillars,
air inlets adjacent the pair of raised C-pillars, a rear spoiler,
a rear diffuser, and rear slot assemblies adjacent the rear
spoiler.

[0131] Virtualization. The term virtualization typically
refers to the technology that allows for the creation of
software-based virtual machines that can run multiple oper-
ating systems from a single physical machine. In one
example, virtual machines can be used to consolidate the
workloads of several under-utilized servers to fewer
machines, perhaps a single machine (server consolidation),
providing benefits (perceived or real, but often cited by
vendors) such as savings on hardware, environmental costs,
management, and administration of the server infrastructure.
Virtualization scheme allows for the creation of substitutes
for real resources, that is, substitutes that have the same
functions and external interfaces as their counterparts, but
that differ in attributes, such as size, performance, and cost.
These substitutes are called virtual resources, and their users
are typically unaware of the substitution.

[0132] Virtualization is commonly applied to physical
hardware resources by combining multiple physical
resources into shared pools from which users receive virtual
resources. With virtualization, you can make one physical
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resource look like multiple virtual resources. Virtual
resources can have functions or features that are not avail-
able in their underlying physical resources. Virtualization
can provide the benefits of consolidation to reduce hardware
cost, such as to efficiently access and manage resources to
reduce operations and systems management costs while
maintaining needed capacity, and to have a single server
function as multiple virtual servers. In addition, virtualiza-
tion can provide optimization of workloads, such as to
respond dynamically to the application needs of its users,
and to increase the use of existing resources by enabling
dynamic sharing of resource pools. Further, virtualization
may be used for IT flexibility and responsiveness, such as by
having a single, consolidated view of, and easy access to, all
available resources in the network, regardless of location,
and reducing the management of your environment by
providing emulation for compatibility and improved
interoperability.

[0133] Virtual machine (VM). Virtual machine is a repre-
sentation of a real machine using software that provides an
operating environment which can run or host a guest oper-
ating system. In one example, a virtual machine may include
a self-contained software emulation of a machine, which
does not physically exist, but shares resources of an under-
lying physical machine. Like a physical computer, a virtual
machine runs an operating system and applications. Multiple
virtual machines can operate concurrently on a single host
system. There are different kinds of virtual machines, each
with different functions: System virtual machines (also
termed full virtualization VMs) provide a substitute for a
real machine. They provide functionality needed to execute
entire operating systems. A hypervisor uses native execution
to share and manage hardware, allowing for multiple envi-
ronments which are isolated from one another, yet exist on
the same physical machine. Modem hypervisors use hard-
ware-assisted virtualization, virtualization-specific hard-
ware, primarily from the host CPUs. Process virtual
machines are designed to execute computer programs in a
platform-independent environment. Some virtual machines,
such as QEMU, are designed to also emulate different
architectures and allow execution of software applications
and operating systems written for another CPU or architec-
ture. Operating-system-level virtualization allows the
resources of a computer to be partitioned via the kernel’s
support for multiple isolated user space instances, which are
usually called containers and may look and feel like real
machines to the end users.

[0134] Guest Operating System. A guest operating system
is an operating system running in a virtual machine envi-
ronment that would otherwise run directly on a separate
physical system. Operating-system-level virtualization, also
known as containerization, refers to an operating system
feature in which the kernel allows the existence of multiple
isolated user-space instances. Such instances, called con-
tainers, partitions, Virtualization Engines (VEs) or jails
(FreeBSD jail or chroot jail), may look like real computers
from the point of view of programs running in them. A
computer program running on an ordinary operating system
can see all resources (connected devices, files and folders,
network shares, CPU power, quantifiable hardware capabili-
ties) of that computer. However, programs running inside a
container can only see the container’s contents and devices
assigned to the container. In addition to isolation mecha-
nisms, the kernel often provides resource-management fea-
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tures to limit the impact of one container’s activities on other
containers. With operating-system-virtualization, or con-
tainerization, it is possible to run programs within contain-
ers, to which only parts of these resources are allocated. A
program expecting to see the whole computer, once run
inside a container, can only see the allocated resources and
believes them to be all that is available. Several containers
can be created on each operating system, to each of which
a subset of the computer’s resources is allocated. Each
container may contain any number of computer programs.
These programs may run concurrently or separately, even
interact with each other.

[0135] Hypervisor. Hypervisor commonly refers to a thin
layer of software that generally provides virtual partitioning
capabilities which runs directly on hardware, but underneath
higher-level virtualization services. The hypervisor typically
manages virtual machines, allowing them to interact directly
with the underlying hardware. System virtualization creates
many virtual systems within a single physical system. Vir-
tual systems are independent operating environments that
use virtual resources. System virtualization can be
approached through hardware partitioning or hypervisor
technology. Hardware partitioning subdivides a physical
server into fractions, each of which can run an operating
system. These fractions are typically created with coarse
units of allocation, such as whole processors or physical
boards. This type of virtualization allows for hardware
consolidation, but does not have the full benefits of resource
sharing and emulation offered by hypervisors. Hypervisors
use a thin layer of code in software or firmware to achieve
fine-grained, dynamic resource sharing. Because hypervi-
sors provide the greatest level of flexibility in how virtual
resources are defined and managed, they are the primary
technology for system virtualization.

[0136] Virtual Machine Monitor. A Virtual Machine Moni-
tor (VMM) is computer software, firmware or hardware that
creates and runs virtual machines. A computer on which a
hypervisor runs one or more virtual machines is called a host
machine, and each virtual machine is called a guest machine.
The hypervisor presents the guest operating systems with a
virtual operating platform and manages the execution of the
guest operating systems. Multiple instances of a variety of
operating systems may share the virtualized hardware
resources: for example, Linux, Windows, and macOS
instances can all run on a single physical x86 machine. This
contrasts with operating-system-level virtualization, where
all instances (usually called containers) must share a single
kernel, though the guest operating systems can differ in user
space, such as different Linux distributions with the same
kernel. Typically, a VMM refers to a software that runs in a
layer between a hypervisor or host operating system and one
or more virtual machines that provides the virtual machines
abstraction to the guest operating systems. With full virtu-
alization, the VMM exports a virtual machine abstraction
identical to the physical machine, so the standard operating
system can run just as they would on physical hardware.

[0137] Hardware virtualization or platform virtualization
refers to the creation of a virtual machine that acts like a real
computer with an operating system. Software executed on
these virtual machines is separated from the underlying
hardware resources. In hardware virtualization, the host
machine is the actual machine on which the virtualization
takes place, and the guest machine is the virtual machine.
The words host and guest are used to distinguish the
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software that runs on the physical machine from the soft-
ware that runs on the virtual machine. The software or
firmware that creates a virtual machine on the host hardware
is called a hypervisor or Virtual Machine Manager. Different
types of hardware virtualization include full-virtualization,
where almost complete simulation of the actual hardware to
allow software, which typically consists of a guest operating
system, to run unmodified, and Para-virtualization, where a
hardware environment is not simulated; however, the guest
programs are executed in their own isolated domains, as if
they are running on a separate system. Guest programs need
to be specifically modified to run in this environment.

[0138] Hardware-assisted virtualization is a way of
improving overall efficiency of virtualization. It involves
CPUs that provide support for virtualization in hardware,
and other hardware components that help improve the
performance of a guest environment. Hardware virtualiza-
tion can be viewed as part of an overall trend in enterprise
IT that includes autonomic computing, a scenario in which
the IT environment will be able to manage itself based on
perceived activity, and utility computing, in which computer
processing power is seen as a utility that clients can pay for
only as needed. The usual goal of virtualization is to
centralize administrative tasks while improving scalability
and overall hardware-resource utilization. With virtualiza-
tion, several operating systems can be run in parallel on a
single Central Processing Unit (CPU). This parallelism
tends to reduce overhead costs and differs from multitasking,
which involves running several programs on the same OS.
Using virtualization, an enterprise can better manage
updates and rapid changes to the operating system and
applications without disrupting the user.

[0139] Server Virtualization. Server virtualization is a
virtualization technique that involves partitioning a physical
server into a number of small, virtual servers with the help
of virtualization software. In server virtualization, each
virtual server runs multiple operating system instances at the
same time. A Virtual Private Server (VPS) is a virtual
machine sold as a service by an Internet hosting service, that
runs its own copy of an Operating System (OS), and
customers may have superuser-level access to that operating
system instance, so they can install almost any software that
runs on that OS. For many purposes they are functionally
equivalent to a dedicated physical server, and being soft-
ware-defined, are able to be much more easily created and
configured. They are typically priced much lower than an
equivalent physical server. However, as they share the
underlying physical hardware with other VPS’s, perfor-
mance may be lower, depending on the workload of any
other executing virtual machines. Dedicated Servers may
also be more efficient with CPU dependent processes such as
hashing algorithms.

[0140] Application Virtualization. Application virtualiza-
tion is software technology that encapsulates computer
programs from the underlying operating system on which it
is executed. A fully virtualized application is not installed in
the traditional sense, although it is still executed as if it were.
The application behaves at runtime like it is directly inter-
facing with the original operating system and all the
resources managed by it, but can be isolated or sandboxed
to varying degrees. Application virtualization is layered on
top of other virtualization technologies, allowing computing
resources to be distributed dynamically in real-time. In this
context, the term “virtualization” commonly refers to the
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artifact being encapsulated (application), which is quite
different from its meaning in hardware virtualization, where
it refers to the artifact being abstracted (physical hardware).
[0141] Network Virtualization. Network Virtualization
refers to the process of combining hardware and software
network resources to create a single pool of resources that
make up a virtual network that can be accessed without
regard to the physical component. Network virtualization
typically involves combining hardware and software net-
work resources and network functionality into a single,
software-based administrative entity, a virtual network. Net-
work virtualization involves platform virtualization, often
combined with resource virtualization. Network virtualiza-
tion is categorized as either external virtualization, combin-
ing many networks or parts of networks into a virtual unit,
or internal virtualization, providing network-like function-
ality to software containers on a single network server.
[0142] Storage Virtualization. Storage virtualization refers
to the process of consolidating the physical storage from
multiple network storage devices so that it appears to be a
single storage unit. Within the context of a storage system,
there are two primary types of virtualization that can occur:
Block virtualization used in this context refers to the abstrac-
tion (separation) of logical storage (partition) from physical
storage so that it may be accessed without regard to physical
storage or heterogeneous structure. This separation allows
the administrators of the storage system greater flexibility in
how they manage storage for end users. File virtualization
addresses the NAS challenges by eliminating the dependen-
cies between the data accessed at the file level and the
location where the files are physically stored. This provides
opportunities to optimize storage use and server consolida-
tion and to perform non-disruptive file migrations.

[0143] Desktop Virtualization. Desktop virtualization
refers to the process of virtualizing desktop computers using
virtualization software, such that the desktop computer and
the associated operating system and applications are sepa-
rated from the physical client device that is used to access it.
Desktop virtualization is software technology that separates
the desktop environment and associated application soft-
ware from the physical client device that is used to access it.
[0144] Desktop virtualization can be used in conjunction
with application virtualization and user profile management
systems, now termed “user virtualization,” to provide a
comprehensive desktop environment management system.
In this mode, all the components of the desktop are virtu-
alized, which allows for a highly flexible and much more
secure desktop delivery model. In addition, this approach
supports a more complete desktop disaster recovery strategy
as all components are essentially saved in the data center and
backed up through traditional redundant maintenance sys-
tems. If a user’s device or hardware is lost, the restore is
straightforward and simple, because the components will be
present at login from another device. In addition, because no
data is saved to the user’s device, if that device is lost, there
is much less chance that any critical data can be retrieved
and compromised. Virtual Desktop Infrastructure (VDI)—
The practice of hosting a desktop environment within a
virtual machine that runs on a centralized or remote server.
[0145] An example of a virtualization architecture 900 is
shown in FIG. 24, where three virtual machines are exem-
plified. A Virtual Machine (VM) #1 910a provides virtual-
ization for the application 9014 that uses the guest OS 902a,
which in turn interfaces with the virtual hardware 9034 that
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emulates the actual hardware. Similarly, a Virtual Machine
(VM) #2 9105 provides virtualization for the application
9015 that uses the guest OS 9024, which in turn interfaces
with the virtual hardware 9035 that emulates the associated
actual hardware, and a Virtual Machine (VM) #3 910c¢
provides virtualization for the application 901c¢ that uses the
guest OS 902¢, which in turn interfaces with the virtual
hardware 903 ¢ that emulates the associated actual hardware.
The abstraction layer is provided by VMM 904, allowing of
hardware-independence of operating system and applica-
tions, provisioning on any single physical system, and
managing the applications and the OSs as a single encap-
sulated unit.

[0146] A hosted architecture 900a for virtualization is
shown in FIG. 2¢, where a wide range of actual host
hardware 906 may be used by implementing a host operating
system 905 layer between the actual hardware 906 and the
VMM 904. Such configuration relies on the host OS 905 for
device support and physical resource management. In con-
trast, a bare-metal architecture 9005 is shown in FIG. 24,
where a hypervisor layer (in addition to, or as part of, the
VMM 904) is used as the first layer, allowing the VMM 904
to have direct access to the hardware resources, hence
providing more efficient, and greater scalability, robustness,
and performance.

[0147] Cloud computing and virtualization is described in
a book entitled “Cloud Computing and Virtualization”
authored by Dac-Nhuong Le (Faculty of Information Tech-
nology, Haiphong University, Haiphong, Vietnam), Rag-
hvendra Kumar (Department of Computer Science and
Engineering, LNCT, Jabalpur, India), Gia Nhu Nguyen
(Graduate School, Duy Tan University, Da Nang, Vietnam),
and Jyotir Moy Chatterjee (Department of Computer Sci-
ence and Engineering at GD-RCET, Bhilai, India), and
published 2018 by John Wiley & Sons, Inc. [ISBN 978-1-
119-48790-6], which is incorporated in its entirety for all
purposes as if fully set forth herein. The book describes the
adoption of virtualization in data centers creates the need for
a new class of networks designed to support elasticity of
resource allocation, increasing mobile workloads and the
shift to production of virtual workloads, requiring maximum
availability. Building a network that spans both physical
servers and virtual machines with consistent capabilities
demands a new architectural approach to designing and
building the IT infrastructure. Performance, elasticity, and
logical addressing structures must be considered as well as
the management of the physical and virtual networking
infrastructure. Once deployed, a network that is virtualiza-
tion-ready can offer many revolutionary services over a
common shared infrastructure. Virtualization technologies
from VMware, Citrix and Microsoft encapsulate existing
applications and extract them from the physical hardware.
Unlike physical machines, virtual machines are represented
by a portable software image, which can be instantiated on
physical hardware at a moment’s notice. With virtualization,
comes elasticity where computer capacity can be scaled up
or down on demand by adjusting the number of virtual
machines actively executing on a given physical server.
Additionally, virtual machines can be migrated while in
service from one physical server to another.

[0148] Extending this further, virtualization creates “loca-
tion freedom” enabling virtual machines to become portable
across an ever-increasing geographical distance. As cloud
architectures and multi-tenancy capabilities continue to
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develop and mature, there is an economy of scale that can be
realized by aggregating resources across applications, busi-
ness units, and separate corporations to a common shared,
yet segmented, infrastructure. Elasticity, mobility, automa-
tion, and density of virtual machines demand new network
architectures focusing on high performance, addressing por-
tability, and the innate understanding of the virtual machine
as the new building block of the data center. Consistent
network-supported and virtualization-driven policy and con-
trols are necessary for visibility to virtual machines’ state
and location as they are created and moved across a virtu-
alized infrastructure.

[0149] Virtualization technologies in data center environ-
ments are described in a eBook authored by Gustavo Ales-
sandro Andrade Santana and published 2014 by Cisco
Systems, Inc. (Cisco Press) [ISBN-13: 978-1-58714-324-3]
entitled: “Data Center Virtualization Fundamentals”, which
is incorporated in its entirety for all purposes as if fully set
forth herein. PowerVM technology for virtualization is
described in IBM RedBook entitled: “/BM PowerVM Vir-
tualization—Introduction and Configuration” published by
IBM Corporation June 2013, and virtualization basics is
described in a paper by IBM Corporation published 2009
entitled: “Power Systems—Introduction to virtualization”,
which are both incorporated in their entirety for all purposes
as if fully set forth herein.

[0150] Wireless. Any embodiment herein may be used in
conjunction with one or more types of wireless communi-
cation signals and/or systems, for example, Radio Frequency
(RF), Infra Red (IR), Frequency-Division Multiplexing
(FDM), Orthogonal FDM (OFDM), Time-Division Multi-
plexing (TDM), Time-Division Multiple Access (TDMA),
Extended TDMA (E-TDMA), General Packet Radio Service
(GPRS), extended GPRS, Code-Division Multiple Access
(CDMA), Wideband CDMA (WCDMA), CDMA 2000,
single-carrier CDMA, multi-carrier CDMA, Multi-Carrier
Modulation (MDM), Discrete Multi-Tone (DMT), Blu-
etooth™, Global Positioning System (GPS), Wi-Fi, Wi-
Max, ZigBee™, Ultra-Wideband (UWB), Global System for
Mobile communication (GSM), 2G, 2.5G, 3G, 3.5G,
Enhanced Data rates for GSM Evolution (EDGE), or the
like. Any wireless network or wireless connection herein
may be operating substantially in accordance with existing
IEEE 802.11, 802.11a, 802.11b, 802.11g, 802.11k, 802.11n,
802.11r, 802.16, 802.16d, 802.16¢, 802.20, 802.21 standards
and/or future versions and/or derivatives of the above stan-
dards. Further, a network element (or a device) herein may
consist of, be part of, or include, a cellular radio-telephone
communication system, a cellular telephone, a wireless
telephone, a Personal Communication Systems (PCS)
device, a PDA device that incorporates a wireless commu-
nication device, or a mobile/portable Global Positioning
System (GPS) device. Further, a wireless communication
may be based on wireless technologies that are described in
Chapter 20: “Wireless Technologies” of the publication
number 1-587005-001-3 by Cisco Systems, Inc. (7/99)
entitled: “Internetworking Technologies Handbook”, which
is incorporated in its entirety for all purposes as if fully set
forth herein. Wireless technologies and networks are further
described in a book published 2005 by Pearson Education,
Inc. William Stallings [ISBN: 0-13-191835-4] entitled:
“Wireless Communications and Networks—second Edition”,
which is incorporated in its entirety for all purposes as if
fully set forth herein.
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[0151] Wireless networking typically employs an antenna
(ak.a. aerial), which is an electrical device that converts
electric power into radio waves, and vice versa, connected to
a wireless radio transceiver. In transmission, a radio trans-
mitter supplies an electric current oscillating at radio fre-
quency to the antenna terminals, and the antenna radiates the
energy from the current as electromagnetic waves (radio
waves). In reception, an antenna intercepts some of the
power of an electromagnetic wave in order to produce a low
voltage at its terminals that is applied to a receiver to be
amplified. Typically an antenna consists of an arrangement
of metallic conductors (elements), electrically connected
(often through a transmission line) to the receiver or trans-
mitter. An oscillating current of electrons forced through the
antenna by a transmitter will create an oscillating magnetic
field around the antenna elements, while the charge of the
electrons also creates an oscillating electric field along the
elements. These time-varying fields radiate away from the
antenna into space as a moving transverse electromagnetic
field wave. Conversely, during reception, the oscillating
electric and magnetic fields of an incoming radio wave exert
force on the electrons in the antenna elements, causing them
to move back and forth, creating oscillating currents in the
antenna. Antennas can be designed to transmit and receive
radio waves in all horizontal directions equally (omnidirec-
tional antennas), or preferentially in a particular direction
(directional or high gain antennas). In the latter case, an
antenna may also include additional elements or surfaces
with no electrical connection to the transmitter or receiver,
such as parasitic elements, parabolic reflectors or horns,
which serve to direct the radio waves into a beam or other
desired radiation pattern.

[0152] ISM. The Industrial, Scientific and Medical (ISM)
radio bands are radio bands (portions of the radio spectrum)
reserved internationally for the use of radio frequency (RF)
energy for industrial, scientific and medical purposes other
than telecommunications. In general, communications
equipment operating in these bands must tolerate any inter-
ference generated by ISM equipment, and users have no
regulatory protection from ISM device operation. The ISM
bands are defined by the ITU-R in 5.138, 5.150, and 5.280
of the Radio Regulations. Individual countries use of the
bands designated in these sections may differ due to varia-
tions in national radio regulations. Because communication
devices using the ISM bands must tolerate any interference
from ISM equipment, unlicensed operations are typically
permitted to use these bands, since unlicensed operation
typically needs to be tolerant of interference from other
devices anyway. The ISM bands share allocations with
unlicensed and licensed operations; however, due to the high
likelihood of harmful interference, licensed use of the bands
is typically low. In the United States, uses of the ISM bands
are governed by Part 18 of the Federal Communications
Commission (FCC) rules, while Part 15 contains the rules
for unlicensed communication devices, even those that share
ISM frequencies. In Europe, the ETSI is responsible for
governing ISM bands.

[0153] Commonly used ISM bands include a 2.45 GHz
band (also known as 2.4 GHz band) that includes the
frequency band between 2.400 GHz and 2.500 GHz, a 5.8
GHz band that includes the frequency band 5.725-5.875
GHz, a 24 GHz band that includes the frequency band
24.000-24.250 GHz, a 61 GHz band that includes the
frequency band 61.000-61.500 GHz, a 122 GHz band that
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includes the frequency band 122.000-123.000 GHz, and a
244 GHz band that includes the frequency band 244.000-
246.000 GHz.

[0154] ZigBee. ZigBee is a standard for a suite of high-
level communication protocols using small, low-power digi-
tal radios based on an IEEE 802 standard for Personal Area
Network (PAN). Applications include wireless light
switches, electrical meters with in-home-displays, and other
consumer and industrial equipment that require a short-
range wireless transfer of data at relatively low rates. The
technology defined by the ZigBee specification is intended
to be simpler and less expensive than other WPANSs, such as
Bluetooth. ZigBee is targeted at Radio-Frequency (RF)
applications that require a low data rate, long battery life,
and secure networking. ZigBee has a defined rate of 250
kbps suited for periodic or intermittent data or a single signal
transmission from a sensor or input device.

[0155] ZigBee builds upon the physical layer and medium
access control defined in IEEE standard 802.15.4 (2003
version) for low-rate WPANs. The specification further
discloses four main components: network layer, application
layer, ZigBee Device Objects (ZDOs), and manufacturer-
defined application objects, which allow for customization
and favor total integration. The ZDOs are responsible for a
number of tasks, which include keeping of device roles,
management of requests to join a network, device discovery,
and security. Because ZigBee nodes can go from a sleep to
active mode in 30 ms or less, the latency can be low and
devices can be responsive, particularly compared to Blu-
etooth wake-up delays, which are typically around three
seconds. ZigBee nodes can sleep most of the time, thus the
average power consumption can be lower, resulting in
longer battery life.

[0156] There are three defined types of ZigBee devices:
ZigBee Coordinator (ZC), ZigBee Router (ZR), and ZigBee
End Device (ZED). ZigBee Coordinator (ZC) is the most
capable device and forms the root of the network tree and
might bridge to other networks. There is exactly one defined
ZigBee coordinator in each network, since it is the device
that started the network originally. It is able to store infor-
mation about the network, including acting as the Trust
Center & repository for security keys. ZigBee Router (ZR)
may be running an application function as well as may be
acting as an intermediate router, passing on data from other
devices. ZigBee End Device (ZED) contains functionality to
talk to a parent node (either the coordinator or a router). This
relationship allows the node to be asleep a significant
amount of the time, thereby giving long battery life. A ZED
requires the least amount of memory, and therefore can be
less expensive to manufacture than a ZR or ZC.

[0157] The protocols build on recent algorithmic research
(Ad-hoc On-demand Distance Vector, neuRFon) to auto-
matically construct a low-speed ad-hoc network of nodes. In
most large network instances, the network will be a cluster
of clusters. It can also form a mesh or a single cluster. The
current ZigBee protocols support beacon and non-beacon
enabled networks. In non-beacon-enabled networks, an
unslotted CSMA/CA channel access mechanism is used. In
this type of network, ZigBee Routers typically have their
receivers continuously active, requiring a more robust power
supply. However, this allows for heterogeneous networks in
which some devices receive continuously, while others only
transmit when an external stimulus is detected.
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[0158] In beacon-enabled networks, the special network
nodes called ZigBee Routers transmit periodic beacons to
confirm their presence to other network nodes. Nodes may
sleep between the beacons, thus lowering their duty cycle
and extending their battery life. Beacon intervals depend on
the data rate; they may range from 15.36 milliseconds to
251.65824 seconds at 250 Kbit/s, from 24 milliseconds to
393.216 seconds at 40 Kbit/s, and from 48 milliseconds to
786.432 seconds at 20 Kbit/s. In general, the ZigBee pro-
tocols minimize the time the radio is on to reduce power
consumption. In beaconing networks, nodes only need to be
active while a beacon is being transmitted. In non-beacon-
enabled networks, power consumption is decidedly asym-
metrical: some devices are always active while others spend
most of their time sleeping.

[0159] Except for the Smart Energy Profile 2.0, current
ZigBee devices conform to the IEEE 802.15.4-2003 Low-
Rate Wireless Personal Area Network (LR-WPAN) stan-
dard. The standard specifies the lower protocol layers—the
PHYsical layer (PHY), and the Media Access Control
(MAC) portion of the Data Link Layer (DLL). The basic
channel access mode is “Carrier Sense, Multiple Access/
Collision Avoidance” (CSMA/CA), that is, the nodes talk in
the same way that people converse; they briefly check to see
that no one is talking before they start. There are three
notable exceptions to the use of CSMA. Beacons are sent on
a fixed time schedule, and do not use CSMA. Message
acknowledgments also do not use CSMA. Finally, devices in
Beacon Oriented networks that have low latency real-time
requirement, may also use Guaranteed Time Slots (GTS),
which by definition do not use CSMA.

[0160] Z-Wave. Z-Wave is a wireless communications
protocol by the Z-Wave Alliance (http://www.z-wave.com)
designed for home automation, specifically for remote con-
trol applications in residential and light commercial envi-
ronments. The technology uses a low-power RF radio
embedded or retrofitted into home electronics devices and
systems, such as lighting, home access control, entertain-
ment systems and household appliances. Z-Wave commu-
nicates using a low-power wireless technology designed
specifically for remote control applications. Z-Wave oper-
ates in the sub-gigahertz frequency range, around 900 MHz.
This band competes with some cordless telephones and
other consumer electronics devices, but avoids interference
with WiFi and other systems that operate on the crowded 2.4
GHz band. Z-Wave is designed to be easily embedded in
consumer electronics products, including battery-operated
devices such as remote controls, smoke alarms, and security
sensors.

[0161] Z-Wave is a mesh networking technology where
each node or device on the network is capable of sending
and receiving control commands through walls or floors, and
use intermediate nodes to route around household obstacles
or radio dead spots that might occur in the home. Z-Wave
devices can work individually or in groups, and can be
programmed into scenes or events that trigger multiple
devices, either automatically or via remote control. The
Z-wave radio specifications include bandwidth of 9,600 bit/s
or 40 Kbit/s, fully interoperable, GFSK modulation, and a
range of approximately 100 feet (or meters) assuming “open
air” conditions, with reduced range indoors depending on
building materials, etc. The Z-Wave radio uses the 900 MHz
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ISM band: 908.42 MHz (United States); 868.42 MHz (Eu-
rope); 919.82 MHz (Hong Kong); and 921.42 MHz (Aus-
tralia/New Zealand).

[0162] Z-Wave uses a source-routed mesh network topol-
ogy and has one or more master controllers that control
routing and security. The devices can communicate to
another by using intermediate nodes to actively route
around, and circumvent household obstacles or radio dead
spots that might occur. A message from node A to node C can
be successfully delivered even if the two nodes are not
within range, providing that a third node B can communicate
with nodes A and C. If the preferred route is unavailable, the
message originator will attempt other routes until a path is
found to the “C” node. Therefore, a Z-Wave network can
span much farther than the radio range of a single unit;
however, with several of these hops, a delay may be intro-
duced between the control command and the desired result.
In order for Z-Wave units to be able to route unsolicited
messages, they cannot be in sleep mode. Therefore, most
battery-operated devices are not designed as repeater units.
A 7Z-Wave network can consist of up to 232 devices with the
option of bridging networks if more devices are required.

[0163] WWAN. Any wireless network herein may be a
Wireless Wide Area Network (WWAN) such as a wireless
broadband network, and the WWAN port may be an antenna
and the WWAN transceiver may be a wireless modem. The
wireless network may be a satellite network, the antenna
may be a satellite antenna, and the wireless modem may be
a satellite modem. The wireless network may be a WiMAX
network such as according to, compatible with, or based on,
IEEE 802.16-2009, the antenna may be a WiMAX antenna,
and the wireless modem may be a WiMAX modem. The
wireless network may be a cellular telephone network, the
antenna may be a cellular antenna, and the wireless modem
may be a cellular modem. The cellular telephone network
may be a Third Generation (3G) network, and may use
UMTS W-CDMA, UMTS HSPA, UMTS TDD, CDMA2000
1xRTT, CDMA2000 EV-DO, or GSM EDGE-Evolution.
The cellular telephone network may be a Fourth Generation
(4G) network and may use or be compatible with HSPA+,
Mobile WiMAX, LTE, LTE-Advanced, MBWA, or may be
compatible with, or based on, IEEE 802.20-2008.

[0164] WLAN. Wireless Local Area Network (WLAN), is
a popular wireless technology that makes use of the Indus-
trial, Scientific and Medical (ISM) frequency spectrum. In
the US, three of the bands within the ISM spectrum are the
A band, 902-928 MHz; the B band, 2.4-2.484 GHz (ak.a.
2.4 GHz); and the C band, 5.725-5.875 GHz (a.k.a. 5 GHz).
Overlapping and/or similar bands are used in different
regions such as Europe and Japan. In order to allow interop-
erability between equipment manufactured by different ven-
dors, few WLAN standards have evolved, as part of the
IEEE 802.11 standard group, branded as WiFi (www.wi-fi.
org). IEEE 802.11b describes a communication using the 2.4
GHz frequency band and supporting communication rate of
11 Mb/s, IEEE 802.11a uses the GHz frequency band to
carry 54 MB/s and IEEE 802.11g uses the 2.4 GHz band to
support 54 Mb/s. The WiFi technology is further described
in a publication entitled: “WiFi Technology” by Telecom
Regulatory Authority, published on July 2003, which is
incorporated in its entirety for all purposes as if fully set
forth herein. The IEEE 802 defines an ad-hoc connection
between two or more devices without using a wireless
access point: the devices communicate directly when in
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range. An ad hoc network offers peer-to-peer layout and is
commonly used in situations such as a quick data exchange
or a multiplayer LAN game, because the setup is easy and
an access point is not required.

[0165] A node/client with a WLAN interface is commonly
referred to as STA (Wireless Station/Wireless client). The
STA functionality may be embedded as part of the data unit,
or alternatively be a dedicated unit, referred to as bridge,
coupled to the data unit. While STAs may communicate
without any additional hardware (ad-hoc mode), such net-
work usually involves Wireless Access Point (a.k.a. WAP or
AP) as a mediation device. The WAP implements the Basic
Stations Set (BSS) and/or ad-hoc mode based on Indepen-
dent BSS (IBSS). STA, client, bridge and WAP will be
collectively referred to hereon as WLAN unit. Bandwidth
allocation for IEEE 802.11g wireless in the U.S. allows
multiple communication sessions to take place simultane-
ously, where eleven overlapping channels are defined spaced
5 MHz apart, spanning from 2412 MHz as the center
frequency for channel number 1, via channel 2 centered at
2417 MHz and 2457 MHz as the center frequency for
channel number 10, up to channel 11 centered at 2462 MHz.
Each channel bandwidth is 22 MHz, symmetrically (+/-11
MHz) located around the center frequency. In the transmis-
sion path, first the baseband signal (IF) is generated based on
the data to be transmitted, using 256 QAM (Quadrature
Amplitude Modulation) based OFDM (Orthogonal Fre-
quency Division Multiplexing) modulation technique,
resulting a 22 MHz (single channel wide) frequency band
signal. The signal is then up converted to the 2.4 GHz (RF)
and placed in the center frequency of required channel, and
transmitted to the air via the antenna. Similarly, the receiving
path comprises a received channel in the RF spectrum, down
converted to the baseband (IF) wherein the data is then
extracted.

[0166] In order to support multiple devices and using a
permanent solution, a Wireless Access Point (WAP) is
typically used. A Wireless Access Point (WAP, or Access
Point—AP) is a device that allows wireless devices to
connect to a wired network using Wi-Fi, or related stan-
dards. The WAP usually connects to a router (via a wired
network) as a standalone device, but can also be an integral
component of the router itself. Using Wireless Access Point
(AP) allows users to add devices that access the network
with little or no cables. A WAP normally connects directly
to a wired Ethernet connection, and the AP then provides
wireless connections using radio frequency links for other
devices to utilize that wired connection. Most APs support
the connection of multiple wireless devices to one wired
connection. Wireless access typically involves special secu-
rity considerations, since any device within a range of the
WAP can attach to the network. The most common solution
is wireless traffic encryption. Modern access points come
with built-in encryption such as Wired Equivalent Privacy
(WEP) and Wi-Fi Protected Access (WPA), typically used
with a password or a passphrase. Authentication in general,
and a WAP authentication in particular, is used as the basis
for authorization, which determines whether a privilege may
be granted to a particular user or process, privacy, which
keeps information from becoming known to non-partici-
pants, and non-repudiation, which is the inability to deny
having done something that was authorized to be done based
on the authentication. An authentication in general, and a
WARP authentication in particular, may use an authentication
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server that provides a network service that applications may
use to authenticate the credentials, usually account names
and passwords of their users. When a client submits a valid
set of credentials, it receives a cryptographic ticket that it
can subsequently be used to access various services. Authen-
tication algorithms include passwords, Kerberos, and public
key encryption.

[0167] Prior art technologies for data networking may be
based on single carrier modulation techniques, such as AM
(Amplitude Modulation), FM (Frequency Modulation), and
PM (Phase Modulation), as well as bit encoding techniques
such as QAM (Quadrature Amplitude Modulation) and
QPSK (Quadrature Phase Shift Keying). Spread spectrum
technologies, to include both DSSS (Direct Sequence
Spread Spectrum) and FHSS (Frequency Hopping Spread
Spectrum) are known in the art. Spread spectrum commonly
employs Multi-Carrier Modulation (MCM) such as OFDM
(Orthogonal Frequency Division Multiplexing). OFDM and
other spread spectrum are commonly used in wireless com-
munication systems, particularly in WLAN networks.

[0168] Bluetooth. Bluetooth is a wireless technology stan-
dard for exchanging data over short distances (using short-
wavelength UHF radio waves in the ISM band from 2.4 to
2.485 GHz) from fixed and mobile devices, and building
personal area networks (PANs). It can connect several
devices, overcoming problems of synchronization. A Per-
sonal Area Network (PAN) may be according to, compatible
with, or based on, Bluetooth™ or IEEE 802.15.1-2005
standard. A Bluetooth controlled electrical appliance is
described in U.S. Patent Application No. 2014/0159877 to
Huang entitled: “Bluetooth Controllable Electrical Appli-
ance”, and an electric power supply is described in U.S.
Patent Application No. 2014/0070613 to Garb et al. entitled:
“Electric Power Supply and Related Methods”, which are
both incorporated in their entirety for all purposes as if fully
set forth herein. Any Personal Area Network (PAN) may be
according to, compatible with, or based on, Bluetooth™ or
IEEE 802.15.1-2005 standard. A Bluetooth controlled elec-
trical appliance is described in U.S. Patent Application No.
2014/0159877 to Huang entitled: “Bluetooth Controllable
Electrical Appliance”, and an electric power supply is
described in U.S. Patent Application No. 2014/0070613 to
Garb et al. entitled: “Electric Power Supply and Related
Methods”, which are both incorporated in their entirety for
all purposes as if fully set forth herein.

[0169] Bluetooth operates at frequencies between 2402
and 2480 MHz, or 2400 and 2483.5 MHz including guard
bands 2 MHz wide at the bottom end and 3.5 MHz wide at
the top. This is in the globally unlicensed (but not unregu-
lated) Industrial, Scientific and Medical (ISM) 2.4 GHz
short-range radio frequency band. Bluetooth uses a radio
technology called frequency-hopping spread spectrum. Blu-
etooth divides transmitted data into packets, and transmits
each packet on one of 79 designated Bluetooth channels.
Each channel has a bandwidth of 1 MHz. It usually performs
800 hops per second, with Adaptive Frequency-Hopping
(AFH) enabled. Bluetooth low energy uses 2 MHz spacing,
which accommodates 40 channels. Bluetooth is a packet-
based protocol with a master-slave structure. One master
may communicate with up to seven slaves in a piconet. All
devices share the master’s clock. Packet exchange is based
on the basic clock, defined by the master, which ticks at
312.5 ps intervals. Two clock ticks make up a slot of 625 s,
and two slots make up a slot pair of 1250 ps. In the simple
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case of single-slot packets the master transmits in even slots
and receives in odd slots. The slave, conversely, receives in
even slots and transmits in odd slots. Packets may be 1, 3 or
5 slots long, but in all cases the master’s transmission begins
in even slots and the slave’s in odd slots.

[0170] A master Bluetooth device can communicate with
a maximum of seven devices in a piconet (an ad-hoc
computer network using Bluetooth technology), though not
all devices reach this maximum. The devices can switch
roles, by agreement, and the slave can become the master
(for example, a headset initiating a connection to a phone
necessarily begins as master—as initiator of the connection
but may subsequently operate as slave). The Bluetooth Core
Specification provides for the connection of two or more
piconets to form a scatternet, in which certain devices
simultaneously play the master role in one piconet and the
slave role in another. At any given time, data can be
transferred between the master and one other device (except
for the little-used broadcast mode). The master chooses
which slave device to address; typically, it switches rapidly
from one device to another in a round-robin fashion. Since
it is the master that chooses which slave to address, whereas
a slave is supposed to listen in each receive slot, being a
master is a lighter burden than being a slave. Being a master
of seven slaves is possible; being a slave of more than one
master is difficult.

[0171] Bluetooth Low Energy. Bluetooth low energy (Blu-
etooth LE, BLE, marketed as Bluetooth Smart) is a wireless
personal area network technology designed and marketed by
the Bluetooth Special Interest Group (SIG) aimed at novel
applications in the healthcare, fitness, beacons, security, and
home entertainment industries. Compared to Classic Blu-
etooth, Bluetooth Smart is intended to provide considerably
reduced power consumption and cost while maintaining a
similar communication range. Bluetooth low energy is
described in a Bluetooth SIG published Dec. 2, 2014 stan-
dard Covered Core Package version: 4.2, entitled: “Master
Table of Contents & Compliance Requirements—Specifica-
tion Volume 07, and in an article published 2012 in Sensors
[ISSN 1424-8220] by Carles Gomez et al. [Sensors 2012,
12, 11734-11753; doi:10.3390/5120211734] entitled: “Over-
view and Evaluation of Bluetooth Low Energy: An Emerging
Low-Power Wireless Technology”, which are both incorpo-
rated in their entirety for all purposes as if fully set forth
herein.

[0172] Bluetooth Smart technology operates in the same
spectrum range (the 2.400 GHz-2.4835 GHz ISM band) as
Classic Bluetooth technology, but uses a different set of
channels. Instead of the Classic Bluetooth 79 1-MHz chan-
nels, Bluetooth Smart has 40 2-MHz channels. Within a
channel, data is transmitted using Gaussian frequency shift
modulation, similar to Classic Bluetooth’s Basic Rate
scheme. The bit rate is 1 Mbit/s, and the maximum transmit
power is 10 mW. Bluetooth Smart uses frequency hopping
to counteract narrowband interference problems. Classic
Bluetooth also uses frequency hopping but the details are
different; as a result, while both FCC and ETSI classify
Bluetooth technology as an FHSS scheme, Bluetooth Smart
is classified as a system using digital modulation techniques
or a direct-sequence spread spectrum. All Bluetooth Smart
devices use the Generic Attribute Profile (GATT). The
application programming interface offered by a Bluetooth
Smart aware operating system will typically be based around
GATT concepts.
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[0173] Cellular. Cellular telephone network may be
according to, compatible with, or may be based on, a Third
Generation (3G) network that uses UMTS W-CDMA,
UMTS HSPA, UMTS TDD, CDMA2000 IxRTT,
CDMA2000 EV-DO, or GSM EDGE-Evolution. The cellu-
lar telephone network may be a Fourth Generation (4G)
network that uses HSPA+, Mobile WiMAX, LTE, LTE-
Advanced, MBWA, or may be based on or compatible with
IEEE 802.20-2008.

[0174] DSRC. Dedicated Short-Range Communication
(DSRC) is a one-way or two-way short-range to medium-
range wireless communication channels specifically
designed for automotive use and a corresponding set of
protocols and standards. DSRC is a two-way short-to-
medium range wireless communications capability that per-
mits very high data transmission critical in communications-
based active safety applications. In Report and Order FCC-
03-324, the Federal Communications Commission (FCC)
allocated 75 MHz of spectrum in the 5.9 GHz band for use
by intelligent transportations systems (ITS) vehicle safety
and mobility applications. DSRC serves a short to medium
range (1000 meters) communications service and supports
both public safety and private operations in roadside-to-
vehicle and vehicle-to-vehicle communication environ-
ments by providing very high data transfer rates where
minimizing latency in the communication link and isolating
relatively small communication zones is important. DSRC
transportation applications for Public Safety and Traffic
Management include Blind spot warnings, Forward collision
warnings, Sudden braking ahead warnings, Do not pass
warnings, Intersection collision avoidance and movement
assistance, Approaching emergency vehicle warning,
Vehicle safety inspection, Transit or emergency vehicle
signal priority, Electronic parking and toll payments, Com-
mercial vehicle clearance and safety inspections, In-vehicle
signing, Rollover warning, and Traffic and travel condition
data to improve traveler information and maintenance ser-
vices.

[0175] The European standardization organization Euro-
pean Committee for Standardization (CEN), sometimes in
co-operation with the International Organization for Stan-
dardization (ISO) developed some DSRC standards: EN
12253:2004 Dedicated Short-Range Communication—
Physical layer using microwave at 5.8 GHz (review), EN
12795:2002 Dedicated Short-Range Communication
(DSRC)—DSRC Data link layer: Medium Access and Logi-
cal Link Control (review), EN 12834:2002 Dedicated Short-
Range Communication—Application layer (review), EN
13372:2004 Dedicated Short-Range Communication
(DSRC)—DSRC profiles for RTTT applications (review),
and EN ISO 14906:2004 Electronic Fee Collection—Appli-
cation interface. An overview of the DSRC/WAVE technolo-
gies is described in a paper by Yunxin (Jeff) Li (Eveleigh, N
S W 2015, Australia) downloaded from the Internet on July
2017, entitled: “An Overview of the DSRC/WAVE Technol-
0gy”, and the DSRC is further standardized as ARIB STD
—T75 VERSION 1.0, published September 2001 by Asso-
ciation of Radio Industries and Businesses Kasumigaseki,
Chiyoda-ku, Tokyo 100-0013, Japan, entitled: “DEDI-
CATED SHORT-RANGE COMMUNICATION SYSTEM—
ARIB STANDARD Version 1.0, which are both incorporated
in their entirety for all purposes as if fully set forth herein.

[0176] IEEE 802.11p. The IEEE 802.11p standard is an
example of DSRC and is a published standard entitled: “Part
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11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) Specifications Amendment 6: Wire-
less Access in Vehicular Environments”, that adds wireless
access in vehicular environments (WAVE), a vehicular com-
munication system, for supporting Intelligent Transportation
Systems (ITS) applications. It includes data exchange
between high-speed vehicles and between the vehicles and
the roadside infrastructure, so called V2X communication,
in the licensed I'TS band of 5.9 GHz (5.85-5.925 GHz). IEEE
1609 is a higher layer standard based on the IEEE 802.11p,
and is also the base of a Furopean standard for vehicular
communication known as ETSI ITS-G5.2. The Wireless
Access in Vehicular Environments (WAVE/DSRC) architec-
ture and services necessary for multi-channel DSRC/WAVE
devices to communicate in a mobile vehicular environment
is described in the family of IEEE 1609 standards, such as
IEEE 1609.1-2006 Resource Manager, IEEE Std 1609.2
Security Services for Applications and Management Mes-
sages, IEEE Std 1609.3 Networking Services, IEEE Std
1609.4 Multi-Channel Operation IEEE Std 1609.5 Commu-
nications Manager, as well as IEEE P802.1ip Amendment:
“Wireless Access in Vehicular Environments’.

[0177] As the communication link between the vehicles
and the roadside infrastructure might exist for only a short
amount of time, the IEEE 802.11p amendment defines a way
to exchange data through that link without the need to
establish a Basic Service Set (BSS), and thus, without the
need to wait for the association and authentication proce-
dures to complete before exchanging data. For that purpose,
IEEE 802.11p enabled stations use the wildcard BSSID (a
value of all Is) in the header of the frames they exchange,
and may start sending and receiving data frames as soon as
they arrive on the communication channel. Because such
stations are neither associated nor authenticated, the authen-
tication and data confidentiality mechanisms provided by the
IEEE 802.11 standard (and its amendments) cannot be used.
These kinds of functionality must then be provided by
higher network layers. IEEE 802.11p standard uses channels
within the 75 MHz bandwidth in the 5.9 GHz band (5.850-
5.925 GHz). This is half the bandwidth, or double the
transmission time for a specific data symbol, as used in
802.11a. This allows the receiver to better cope with the
characteristics of the radio channel in vehicular communi-
cations environments, e.g., the signal echoes reflected from
other cars or houses.

[0178] Smartphone. A mobile phone (also known as a
cellular phone, cell phone, smartphone, or hand phone) is a
device which can make and receive telephone calls over a
radio link whilst moving around a wide geographic area, by
connecting to a cellular network provided by a mobile
network operator. The calls are to and from the public
telephone network, which includes other mobiles and fixed-
line phones across the world. The Smartphones are typically
hand-held and may combine the functions of a personal
digital assistant (PDA), and may serve as portable media
players and camera phones with high-resolution touch-
screens, web browsers that can access, and properly display,
standard web pages rather than just mobile-optimized sites,
GPS navigation, Wi-Fi, and mobile broadband access. In
addition to telephony, the Smartphones may support a wide
variety of other services such as text messaging, MMS,
email, Internet access, short-range wireless communications
(infrared, Bluetooth), business applications, gaming and
photography.
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[0179] Android is an open source and Linux-based mobile
operating system (OS) based on the Linux kernel that is
currently offered by Google. With a user interface based on
direct manipulation, Android is designed primarily for
touchscreen mobile devices such as smartphones and tablet
computers, with specialized user interfaces for televisions
(Android TV), cars (Android Auto), and wrist watches
(Android Wear). The OS uses touch inputs that loosely
correspond to real-world actions, such as swiping, tapping,
pinching, and reverse pinching to manipulate on-screen
objects, and a virtual keyboard. Despite being primarily
designed for touchscreen input, it also has been used in game
consoles, digital cameras, and other electronics. The
response to user input is designed to be immediate and
provides a fluid touch interface, often using the vibration
capabilities of the device to provide haptic feedback to the
user. Internal hardware such as accelerometers, gyroscopes
and proximity sensors are used by some applications to
respond to additional user actions, for example, adjusting the
screen from portrait to landscape depending on how the
device is oriented, or allowing the user to steer a vehicle in
a racing game by rotating the device by simulating control
of a steering wheel.

[0180] Android devices boot to the homescreen, the pri-
mary navigation and information point on the device, which
is similar to the desktop found on PCs. Android homescreens
are typically made up of app icons and widgets; app icons
launch the associated app, whereas widgets display live,
auto-updating content such as the weather forecast, the
user’s email inbox, or a news ticker directly on the home-
screen. A homescreen may be made up of several pages that
the user can swipe back and forth between, though
Android’s homescreen interface is heavily customizable,
allowing the user to adjust the look and feel of the device to
their tastes. Third-party apps available on Google Play and
other app stores can extensively re-theme the homescreen,
and even mimic the look of other operating systems, such as
Windows Phone. The Android OS is described in a publi-
cation entitled: “Android Tutorial”, downloaded from tuto-
rialspoint.com on July 2014, which is incorporated in its
entirety for all purposes as if fully set forth herein.

[0181] iOS (previously iPhone OS) from Apple Inc. (head-
quartered in Cupertino, California, U.S.A.) is a mobile
operating system distributed exclusively for Apple hard-
ware. The user interface of the iOS is based on the concept
of direct manipulation, using multi-touch gestures. Interface
control elements consist of sliders, switches, and buttons.
Interaction with the OS includes gestures such as swipe, tap,
pinch, and reverse pinch, all of which have specific defini-
tions within the context of the iOS operating system and its
multi-touch interface. Internal accelerometers are used by
some applications to respond to shaking the device (one
common result is the undo command) or rotating it in three
dimensions (one common result is switching from portrait to
landscape mode). The iOS OS is described in a publication
entitled: “IOS Tutorial”, downloaded from tutorialspoint.
com on July 2014, which is incorporated in its entirety for
all purposes as if fully set forth herein.

[0182] A diagrammatic representation of an example of a
smartphone or another machine that may include the com-
puting device 65 within which a set of instructions, for
causing the machine to perform any one or more of the
methods discussed herein, may be executed. An example of
the device 65 that may be used with any of the steps,
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methods, or flow-charts herein is schematically described as
part of an arrangement 60 shown in FIG. 6. The components
in the device 65 communicate over a bus 62, which may
correspond with the bus 13 in the computer 11. The com-
puting device 65 may include a mobile phone, a smart
phone, a netbook computer, a rackmount server, a router
computer, a server computer, a personal computer, a main-
frame computer, a laptop computer, a tablet computer, a
desktop computer etc., within which a set of instructions, for
causing the machine to perform any one or more of the
methods discussed herein, may be executed. In alternative
embodiments, the machine may be connected (e.g., net-
worked) to other machines in an LAN, an intranet, an
extranet, or the Internet. The machine may operate in the
capacity of a server machine in client-server network envi-
ronment. The machine may be a personal computer (PC), a
set-top box (STB), a server, a network router, switch or
bridge, or any machine capable of executing a set of
instructions (sequential or otherwise) that specify actions to
be taken by that machine. Further, while only a single
machine is illustrated, the term “machine” may also include
any collection of machines that individually or jointly
execute a set (or multiple sets) of instructions to perform any
one or more of the methods discussed herein.

[0183] The device 65 may also include an interface bus for
facilitating communication from various interface devices
(for example, one or more output components 64, one or
more peripheral interfaces, and one or more communication
components such as the wireless transceiver 28) to the basic
configuration via the bus/interface controller that controls
the bus 62. Some of the exampled output components
include a graphics processing unit and an audio processing
unit, which may be configured to communicate to various
external devices such as a display or speakers via one or
more A/V ports. One or more example peripheral interfaces
may include a serial interface controller or a parallel inter-
face controller, which may be configured to communicate
with external devices such as input components (for
example, keyboard, mouse, pen, voice input device, touch
input device, etc.) or other peripheral output devices (for
example, printer, scanner, etc.) via one or more [/O ports.

[0184] The device 65 may be part of, may include, or may
be integrated with, a general-purpose computing device,
arranged in accordance with at least some embodiments
described herein. In an example basic configuration, the
device 65 may include one or more processors 12 and one
or more memories or any other computer readable media. A
dedicated memory bus may be used to communicate
between the processor 12 and the device memories, such as
the ROM 155, the main memory 15a, and a storage 63.
Depending on the desired configuration, the processor 12
may be of any type, including but not limited to a micro-
processor (uP), a microcontroller (uC), a digital signal
processor (DSP), or any combination thereof. The processor
12 may include one or more levels of caching, such as a
cache memory, a processor core, and registers. The example
processor core may include an arithmetic logic unit (ALU),
a floating-point unit (FPU), a digital signal processing core
(DSP Core), or any combination thereof. An example
memory controller may also be used with the processor 12,
or in some implementations, the memory controller may be
an internal part of the processor 12.

[0185] Depending on the desired configuration, the device
memories may be of any type including but not limited to
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volatile memory (such as RAM), non-volatile memory (such
as ROM, flash memory, etc.) or any combination thereof.
The storage 63 may correspond to the storage device 15¢,
and may be part of, may comprise, or may be integrated with
the ROM 155 and the main memory 15a. The storage 63
may include an operating system 67c¢, instruction set 675
that may include steps or part or whole of the flow-charts
described herein, and a database 67a4. The storage 63 may
further include a control module, and program data, which
may include path data. Any of the memories or storages of
the device 65 may include read-only memory (ROM), such
as ROM 155, flash memory, Dynamic Random Access
Memory (DRAM) such as synchronous DRAM (SDRAM),
a static memory (e.g., flash memory, Static Random Access
Memory (SRAM)) and a data storage device, which com-
municate with each other via the bus 62.

[0186] The device 65 may further comprise a sensor 69
connected to the bus 62. The device 65 may have additional
features or functionality, and additional interfaces to facili-
tate communications between the basic configuration shown
in FIG. 6 and any desired devices and interfaces. For
example, a bus/interface controller may be used to facilitate
communications between the basic configuration and one or
more data storage devices via a storage interface bus. The
data storage devices may be one or more removable storage
devices, one or more non-removable storage devices, or a
combination thereof. Examples of the removable storage
and the non-removable storage devices include magnetic
disk devices such as flexible disk drives and hard-disk drives
(HDDs), optical disk drives such as compact disk (CD)
drives or digital versatile disk (DVD) drives, solid state
drives (SSDs), and tape drives to name a few. Example
computer storage media may include volatile and nonvola-
tile, removable and non-removable media implemented in
any method or technology for storage of information, such
as computer readable instructions, data structures, program
modules, or other data.

[0187] The device 65 may receive inputs from a user 66
via an input component 68, which may correspond with the
input device 18 or cursor control 18a shown as part of the
computer 11 in FIG. 1, or may correspond with the pointing
device 3 or the keyboard 2 shown as part of the computer
system 7 in FIG. 1a. The device 65 notifies or outputs
information to the user 66 using an output component 64,
which may correspond to the display 17 shown as part of the
computer 11 in FIG. 1, or may correspond with the printer
4 or the screen 5 shown as part of the computer system 7 in
FIG. 1a.

[0188] The interface with the user 66 may be based on the
input component 68 and the output component 64. Such user
66 interface may be according to, or based on, a paper
authored by Christopher Nowakowski (of California PATH,
University of California, Berkeley), and Paul Green and
Omer Tsimhoni (both of University of Michigan Transpor-
tation Research Institute (UMTRI)) entitled: “Common
Automotive Navigation System Usability Problems and a
Standard Test Protocol to Identify Them” [doi=10.1.1.458.
1475] (downloaded from the Internet on October 2017), or
may be according to, or based on, Society of Automotive
Engineers, Inc. (SAE) standard J2365 (issued May 2002)
and entitled: “Calculation of the Time to Complete In-
Vehicle Navigation and Route Guidance lasks”, which are
both incorporated in their entirety for all purposes as if fully
set forth herein. Further, the user 66 interface may be






